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Abstract. This paper presents ongoing work in the debnition By combining the three elements, it becomes possible to monitor
of a contracting language, which can be used not only to specifghe behaviour of a set of actors by keeping track of the fulblment
agreed behaviour in service-oriented architectures but also for agerntf the agreements between them rather than the analysis of the ex-
mediated systems. The contract clauses are based in deontic notioast individual messages exchanged. This paper focuses mainly in the
such as obligations, permissions and prohibitions. The language ndescription of the contractual language, although some parts of the
only covers the contract document itself but several layers of comservice communication and behaviour monitoring will be also de-
munication, including the messages and the protocols for contracicribed. The content is organized as follows. In the next section we
handling. An example of usage is presented. present an example introducing the domain problem while in sec-
tion 3 we describe the conceptual layers of our contracting language.
. Section 4 analyses the important elements of the contract representa-
1 Introduction tion model. In the following section, it is explained how messaging

. . . . . . .Pnd communication is achieved between the contracting parties. In
New generations of electronic business technologies promise signif-_ . . L
.section 6 we illustrate how the whole framework operates within a

icant advances in automation, interoperation and Rexibility of busi- . . . . o .

S . realtime environment. We end this paper identifying some previous
ness systems. Current trends are focusing in the use of Service O(/'\?ork and discussing our conclusions on the presented work
ented Architectures (SOA) and Web services in particular as the tech- ’
nological choice for distributed business systems. Recently the com-

munity has shown interest in the creation of some form of (contrac2 Example: Car Insurance Brokerage

tual) agreements as part of the specibcation of a distributed business

process. But current work is either too abstract (focusing in XML In this paper we will use as example the agreements between several

representations capable to fully exprdssman contracfsor too parties in a car insurance scenario. In this scenario there are three

concrete (focusing in the specibcationsafrvice-level agreements types of partiesinsurance companiesepair companiesand an ex-

(SLAs) based in a few set of computer-observable parameters, aldi® organizationDamage Securewhich acts as a broker between

called metrics[8]). Despite its expressivity power, abstract-human- the former, facilitating all businesses involved in dealing with car

level approaches [3] cannot be used directly by a computational sy$lamage claims for a number of insurance companies. The goal of
tem to monitor and control the terms of the contract between softPamage Secure is to enhance the quality and efbciency of the total
ware services at runtime, as this kind of contractual documents dgamage claims handling process between consumers, damage repair
not debne how activities are to be monitored. In the case of concretéompanies and insurance companies.

service-level approaches [4, 8], monitoring is limited to the tracking The example procedure is as follows: Given a claim of a client,

of the aforementioned metrics. the insurance company delegates the task of Pnding the best repair
We propose a step further from SOA approaches, introducing socompany to Damage Secure. The insurance company will state cer-

lutions coming from agent-oriented research. More concretely: ~ tain requirements for the repair job, e.g., the vicinity of the repair

company, the preferred method of repair (e.g. original parts or not),

e The introduction of intentional semantics within the communica-Price-range, repair time. Damage Secure will select the best available
tion between services. This allows to properly compare betweekepair company for the job. After the repair company receives the car
actual and intended actor behaviour within a distributed scenario@nd consents to the repair, the two will commit to a short term con-

e The creation of acontractual languageble to express a set of tract wh_ich speciPes the detai!s of the repairing procedure, includ_ing
intended behaviours the parties agree on by means of deontic-likke invoice etc. Then the repair company repairs the car and notibes
clauses. Damage Secure when is it complete. For every repair job, a surveyors

e The introduction of behavioural control mechanisms, based on th&ePOrt has to be provided. Damage Secure will forward the invoice to
extraction of some higher-level concepts suchcammitments ~ the insurance company. Provided there is no dispute over the quality
obligationsandviolations which can be derived thanks to some Of the repair (in which case an expert is called to perform a qual-
intentional stance extracted from the communication semantics. Ity @ssessment), the insurance company pays the repair company the

agreed price in the contract.
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3 Layers/EIements of the Contracting Language The domain ontologies are debned in the domain ontology layer,
but are also used in other layers such as the contract layer, the
The contracting language separates concerns between different lay- message layer or the context layer.
ers of communication: e The Contractual Ontologyan ontology that predebnes all the
terms, predicates and actions that are used by the framework, inde-
1. The Domain Ontology Layecontains the domain ontology, pro-  pendently of the application domain. This ontology debPnes terms
viding ontological debnitions of terms, predicates and actions (e.9. gch acontract party, obligation action, commitmentr viola-

car, workshoprepair), to ensure that the same debnitions are used  tjon, actions such asreatinga contractcommittingto a contract
by all parties and to avoid terminological misunderstanding. and predicates such agblledor cancelled

2. TheContract Layerdebnes deontic statements about the partiesO
obligations, permissions and prohibitions in terms of predicates More detailed information about the Contracting Language can be
and actions debned in the previous layer (e.g. the workshop ifound in [1]. We focus only in the main aspects in the next sections.
obliged torepair the car in 2 days). The debnition of such deontic
statements is expresseddausedn the contract. .
3. TheMessage Content Laydebnes the message content, allowing4 Contract representation

agents to express statements about contracts (e.g. a contract beifige Contract Data Model is an XML based representation suitable to
active/inactive fulblled complete/incomplejeactions related to  represent both fully debPned contracts or contract templates(contracts
contracts (e.g@cceptsign cancela contract) or expressions about partially debned). It is based in the theoretical framework debned in
actions and events related to the clauses in a contract. [9]. It is composed by a name, starting and ending dates and three

4. TheMessage Layeallows agents to express their attitudes aboutmain parts: contextualisation, debnitions and clauses. Figure 2 de-
the content of the message (e.g. an agenposeso sign contract  picts this structurk

C1, or an agentequestscancellation of a contract C2). Taking
Speech Act Theory as a basis, these attitudes are expressed by
means of a standard set of pre-debPpedformativesvhich (sim-
ilarly to FIPA ACL) are included as part of the message envelope.
5. TheInteraction Protocol Layerwhich pre-debnes contract han-
dling protocols as sequences of messages. These protocols struc-
ture interaction by debning sets of acceptable sequences of mes-
sages which would fulbl the goal state of the protocol (e.g. a pro-
tocol for agreeing on contract termination).
6. The Context Layerdescribes the interaction context where con-
tractual parties will carry out the obligations, permissions and pro-
hibitions agreed in the contract.

Contextualization
[ Contextualization ]
Definitions
| Definitions |

1) EndingDate {@

Figure 2. Root elements of the Contract representation

The name of a contract has to be unique inside the context it is
A S being declared in (a contract is uniquely identibed by a combina-
TR tion of the context namespace and the contract name). The starting
and ending dates of the contract express the valid time period of the
contract. Ending date is optional (contracts without end date are al-
lowed by leaving the ending date blank). The rest of the elements are
described in the following sections.

vicssagciigdyer

vicssape (ContentItayer
A 4.1 Debnitions
Contract Layer
The debnitions part debPnes the parties of the contract, the roles they
Lossn Cotluzy Loy play, some optional grouping of roles and the model of the domain.

Figure 1. General view of the Contracting Fremework

‘ ContractParties [%]—@—{‘Agent =

1.

Apart from these horizontal layers, there is a vertical dimension
that appears at all layers: the ontological dimension. This dimension
debnes all terms that are needed for each layer. In this approach there

are basically two types of ontologies: Figure 3. Parties element in contract

e Domain ontologies: these debne the terms, actions, predicates and
relationships needed for communication in a given domain. For
instance, in the case of a car insurance application, there will bg The detailed semantics of the bPgures can be found in the Oxygen XML

one or several ontologies dePning terms suchasinsurance User Manual, at http://www.oxygenxml.com/doc/oXygenUserGuide-
damageactions such a®pair and predicates such espaired standalone.pdf, pages 91-92




4.1.1 Parties [Grouptist o= )8—{ Group |

The contract parties are the list of agents involved in the contract

that is, the set of agents assigned to fulPl one or more clauses of tt

contract. In the contracting language, the contract parties element h:

for each agent its name, a reference to this agent and optionally a te

description about this agent (see Figure 3).
For instance the following is an extract of the parties debnition in 0.1

the car insurance scenario.

ey

AgentName

<ContractParties>
<Agent AgentName="Feel Safe">
< AgentReference> feelsafe.com:8080/FS</AgentReference> Figure 5. Representation of the Group list element
<AgentDescription>Car Insurances</AgentDescription>
</Agent>
<Agent AgentName="Damage Secure">
< AgentReference> damsec.org:8080/DS</AgentReference>
<AgentDescription>Service Broker</AgentDescription>
</Agent>

<hgent AgentName="Fast Fix"> . would be the following: lets suppose that there are some specibc reg-
< AgentReference> fastfix.com:8080/BR</AgentReference> 7 i i i
SAgentDescription>Bab’s Garage</AgentDeseriptions ulations applying oply to small-medlgm enterprises (SMEs), and that
</Agent> , only two of the parties are SMEs. This could be expressed as follows:
</ContractParties>
<GroupList>
| . <Group GroupName:"SmallfMed}um Enterprises">
<AgentName>Damage Secure</AgentName>
4.1.2  Role Enactment List /<AgentName>FastgFix</AgentNgme>
</Group>

The role enactment list element is used to assign roles to the agentgGroupList>

(parties). The debnition of roles is not common in existing contract-

ing languages (such as WS-Agreement or WSLA), which tend to USG 14 World Model

directly some kind of agent identiber to assign responsibilities. In""™

our approach roles are a very powerful mechanism that decouples thgithin the contracting language, it must be ensured that all parties
depnition of responsibilities from the specibc agents that will have thave a shared understanding of the elements in the world that they
fulbll them. This decouplement allows to createntract templates  will refer to in their interactions and also of the characteristics of the
which fully specify, e.g., the obligations of a repair company or aworld itself. A representation of the different elements composing

insurance company in an archetypal repair scenario without specifythe knowledge about the domain is depicted in Figure 6.
ing the exact agents enacting the roles. Such contract template can

be then instantiated several times by only specifying each time the
exact parties and the role-enactment relations.

RoleEnactmentList EI—@E!—' RoleEnactmentElement |
1.2
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Figure 4. Role enactment list element in contract

PolicyManagement

) ) Figure 6. Representation of the world model element
Figure 4 shows the structure of a Role-enactment list. In the car

insurance scenario, the assigned roles could be described as follows.

<RoleEnactmentList>
<RoleEnactmentElement
AgentName="Feel Safe" RoleName="Insurance Company"/>
<RoleEnactmentElement

AgentName="Damage Sescure" RoleName="Broker"/> 4.2 Contextualisation
<RoleEnactmentElement "
AgentName="Fast Fix" RoleName="Repair Company" /> . . .
</RoleEnactmentList> In the contracting language, contexts are implicitly created when a
contract becomes active (as we explain in section 6). They will ob-
4.1.3 Group List tain elements from the contract, such as the world model, the domain

ontology, the descriptions of possible actions and processes within

The group list element is used to group agents that have differerthe domain and the set of regulations to be applied within the organi-
roles into a group that might share some responsibilities. It can beation being represented. Moreover, the context of a contract, called
useful when there are clauses that should affect a subgroup of thieteraction contextmay be as well contained inside another inter-
agents in the contract. Each group of the list has a name and the listtion context and therefore inherit all its knowledge representation
of agents that compose the group (see Figure 5). elements and be constrained by its regulations. In this case, the Con-

There is always a predebned group cakdd., which groups all  textualisation part of the contract has to specify which isghent
agents in a contract. Also all roles implicitly create a group of all contract If a contract is an instance of@ntract templatethis is
agents that enact the same role. An example in the car repair scenagafso specibed in this part.



4.3 Clauses

F PROHIBITION
= PERMISSION

RoleName

Clauses express agreements between parties in the form of deontic
statements. In order to express the clauses we have adopted a varia-
tion of the norm representation debned in [2].

A clause (Figure 7) is structured in two parts: the conditions and
the deontic statement. There are three conditions, which have the
form of boolean expressions, that have to be evaluated at different
stages of the clause life cycle.

DeonticStatement ]

GroupName

I~ action-expression
" state-expression

e Activating (or triggering) Condition: when this condition holds
true, the clause is considered to be activated. This condition can
also be referred to as precondition. If the boolean expression of
this condition includes a violated() predicate, the clause is consid-
ered to be a violation handler.

e Exploration (or maintenance) Condition: this is the invariant ofthe In the car insurance scenario, an example of a standard clause
deontic statement execution, which means that when the clause ¥gould be OThe repair company is obliged to notify Damage Secure
active and the statement is being enforced, the exploration condbefore april 10 if the report of the repair is readyOO. Such clause can
tion has to hold always true. If this does not happen, a violated(e expressed in our language as follows:
predicate will be raised. This condition can include temporal op- o ‘ .
eratorsbeford) andafter() with allow to express temporal con- <ciz‘igﬁTvg‘12?ﬁéggga?igﬁfyRepalrcompleted ”
straints and deadlines. <Bg§}§€2§§g;§§§§232rt, isRepaired(carl2f3pw, R1)

e End (or achievement) Condition: the clause is considered to be _$/BooleankExpression>

</ActivatingCondition>

inactive and successfully fulblled if and only if the exploration  <EndCondition>
<BooleanExpression>

Figure 8. Representation of the deontic statement element

condition has always held true and the end condition holds true. isSentRepairCompleted (carl2f3pw,
RepairReport, "Damage Secure", RI1)
</BooleanExpression>
</EndCondition>

<ExplorationCondition>
<BooleanExpression>
Before (2008-04-10T15:30:30+01:00
</BooleanExpression>
</ExplorationCondition>
<DeonticStatement>

ActivatingCondition E]—E—)ﬂ—{zbuu\ean—exprassmn | <Modality>
<OBLIGATION/>
</Modality>
<Who> ) )
ExplorationCondition E‘—E—jﬂ—{zbw\ean—exwassmn | </V<\]gg§ id="R1" enacting="Repair Company"/>
<What>
<ActionExpression>
sendRepairCompleted (carl2f3pw,
RepairReport, "Damage Secure", R1)
</ActionExpression>
. . </What>
Figure 7. Representation of the clause element </DeonticStatement>
</Clause>

This clause only activates when a report stating that the car is

The DeonticStatement is the central element of the clause. Ther€paired exists, and deactivates once the report is sentEXple-

are three main Pelds in its structure: the deontic modality, the roleEationConditionspecipes in this case that the obligation should be
involved and the object of the norm (Figure 8): met before a given deadline. TBeonticStatemersgpecibes that this

is an obligation related to one agent,’Rénacting theRepair Com-

e Modality: this Peld indicates the deontic modality of the state-panyrole, and it consists of one action (sending the repair report).
ment, which can be either Obligation, Prohibition, or Permission.

e Who: contains the set of roles and groups of roles that will have4_4 Contractual Ontology (IST-Contract)
to fulbl the statement.

e What: this represents the object of the norm. This object can bés mentioned in Section 3, the Contractual Ontology is the ontology
an action or a state. If it is an action, this action will have to bethat predebnes all the terms, predicates and actions that are used by
executed in order to fulbl the norm. Otherwise, if it is a state,the framework, independently of the application domain. The pur-
the responsible actor(s), debned in the Who attribute, will have tgpose of this is for a generic, non-application dependent information
ensure that this state is accomplished as long as the exploratido exist within the framework and be shared amongst the agents.

condition holds true. This ontology debnes objects that represent primal entities exist-
_ ing within the framework, actions committed by an actor and predi-
Clauses can be used in two ways: cates which declare states and conditions of the system. Some of the

rimal concepts that exist in the contractual ontology are:
e asstandard clauseghey debne what ought/ought not to be done. P P d
For instance, a clause stating that a buyer should pay for a givehlt is important to note here that we show a version of the clause that is valid
item within some time period. for both contract templates and contracts, where R1 is a variable, the value
; - - - of which is set by unibcation in the activating condition (i.e. the Repair
* asviolation handllng clausgsthey dePne What to do if stan- Company that created the Repair Report). If one is not interested in reusing
dard clauses are violated) (i.e. The exploration condition does not this clause in several contracts, R1 could be directly substituted here by the
hold). speciPc Repair Company.




e Contract An agreement between several parties adapted to an RDF representatfolihe reason for this is that it re-

e Obligation An obligation corresponding to an agent mains an adequately expressive set as it allows brst order predicate,
e Party A person, agent or entity modal logic operators, quantibefsr@ll, existy and reference opera-

e Action An action taken by one of the parties tors (ota, any, all), which are needed in order to give the expressivity

e Predicate A logical predicate with zero or more arguments whichheeded for Rexible contract-related communication.

is true or false
List The classical notion of list
e Penalty The penalty for a party when violating of an obligation

5.3 Performatives

The full set of FIPA-ACL [6] performatives is adopted (equery;

The table below shows two examples of pre-dePned acinform, etc.). However, FIPA standards do not include cases in which
tions and predicates to express statements about contracts aig agent might propose an action to be performed by more than one
shown. The Prst is the action of committing to a contract andagent (e.g. to propose that many agents commit on a contract). For
the second is the action of creating a contract. Attributes repthis reason, FIPA-ACL alone is not sufbcient, as its speech acts can-
resent both inputs and outputs. Wherever a predicate appearst be used to form, maintain and dissolve joint intention (mainly to
in the precondition and does not in the postcondition, it is as-commit) in order to support advanced social activity (i.e., teamwork).
sumed that it remains the same after the action is completed. We have extended FIPA-ACL performatives with extra performa-
tives based in joint intention theory:

action attributes precond. postcond.
P:Instance of Party | Cis valid committed(P, C) e suggest The action of submitting a suggestion for the sender and
commit | C: Instance of Contract initiated(C) the receiver to perform a certain action.
V O Instance of Obligation <i, suggest (j<i, act>, <j, act> )>
in C: obliged(P, C, O) where i is the sender and j is the receiver.
happened(P, commit(P, C)} e consent-suggestionThe action of showing consent to a sugges-
create | P:lInstance of Party —(exists(C)) | exists(C) tion for the sender and the receiver to perform a certain action.
C: Instance of Contract happened(P, create(P, C)) <i, consent-suggestion &i, act, <j, act> )>
Other actions, dePned in a similar way are: terminate, withdraw, Agentiinforms jthat, it consents for agent i and agent j to perform
cancel, get, update and more. Predicates are of the form of: action act giving the conditions on the agreement.

e dismiss-suggestionThe action of dismissing a suggestion for the
e committed(P, C), where P is instance of a party and C is instance sender and the receiver to perform a certain action.
of a Contract <i, dismiss-suggestion (5 i, act>, <j, act>, ! )>
Agent i informs j that, because of propositibn i does not have
Other predicates, debned in a similar way are: happened, all- the intention for i and j to perform action act.
committed, violated, obliged, initiated, active, cancelled, and more.

5.4 Protocols

5 Contracting Messages and Protocols The architecture debned in [9] identiPes agent behaviours which

In order to increase the expressivity of the communication betweeﬁholuk,;i bbe W?ril d?ﬁned an(: ddeigned,.rl]nlotrjdetrhfor :]he con:{r?:ctnlge-t
services to introduce some intentional stance, the contracting Ian((:_:yce_o € smoothly executed. These include the phases of Lontrac
reation, Contract Fulblment, Contract Modibcation and Update,

guage also debnes a set of performatives to be used by the parties. C )
We have extended FIPA ACL [6] performative set in a way that C(,Jm(%lsontract Violation, Contract Cancelling By Agreement and more.

be used not only by Web services but also by agents. To properly us%ucrll a c'?_mhn:jur;cathn C_in betachltevfed through ctoémrgu;lma}non pro-
those performatives, our contracting language also specibes the mégQO S which debne signibcant part of every agentos behaviour.

sage structure, a content language and a set of contracting protocoIﬁA set of cpntract _handllng prptocols has been created to support
those behaviours. Figure 9 depicts an example of a protocol express-

ing the creation of a contract between two agents.
5.1 Message Structure Protocol handlers have been developed for both agents and agenti-

. bed Web services, easing the implementation of the communication
The message structure is a XML variation of FIPAOs message strugr the designer.

ture [6], where the message body contains the usual FIPA proposed
attributes, i.e. sender, receiver, performative, language, content, etc6 Runtime Contract Execution

Once a contract is created, the contract handling mechanisms cre-
ate an interaction context following the specibcation of the con-

The content of the communication message describes what the pJ@ct. Such context acts as an Electronic Institution providing a safe

pose of the communication is and expresses knowledge existing iﬁnvironment for contractual interactions. Context includes facilita-
the level of the world representation tor agents such as Notaries, Ontology Service, Contract Storers and
One important feature of the contracting language is that not onlyManagers. Notaries are trusted third parties that can be used as testi-

full contracts can appear as content of the message but statements €S of the execution of a contract. The Ontology service can be

about contracts and contractual actions too (see 4.4) queried by the agents: it receives a reference to an ontology dePnition

The language used to express the content of the messages betwsebF has been chosen here instead of XML because it is easier to integrate
the actors is based on a subset of FIPA-SL [5] namely FIPA-SL2, with semantic representations such as OWL.

5.2 Message Content




responsibilities or obligations are debned. The language we propose
is thus far more expressive than RBSLA, allowing to represent the
parties responsibilities.

More formal approaches in contracts include the work by Sergot
in [12], where the role of deontic logic in legal knowledge repre-
< dismiss-suggestion sentation is addressed, or the work by Weigang et al. in [7], where
an agent societies model and techniques that achieve the described
objectives, landmarks and contracts, are described.

Up to our knowledge, none of the existing languages covers all the
layers of communication included in our approach, from the domain
and contract layers to the interaction protocol and context.

Initiator

Participant

suggest{commit)

consent-suggestion |

inform(commited)

Figure 9. Simple Contract Create protocol

8 Conclusions

This paper presents ongoing work in the debnition of a contracting
and returns the depnition itself. Contract stores are trusted reposit(2nguage which can be used in both service-oriented architectures
ries for contracts, which keep a version of any contract agreed an@nd in agent-mediated systems. This covers all the levels of commu-
any update made to it. Contract Managers are the ones that monitgfcation and bases its expressivity in the introduction of speech acts
contract execution, by keeping an updated list of all clauses in thé the parties communication and the use of deontic notions such as

contract and their status (active, inactive, violated, etc.). The statygbligations, permissions and prohibitions in the contract clauses.

for each clause is handled by tracking the Activating, Exploratory
and End conditions. Contractual obligations are convertedciritie

The semantics of the language are based in the formalisation in
[2]: deontic expressions (in clauses) are reduced into LTL expres-

cal stategsee [9]) which are checked for and acted upon, and whicrsions, and critical states are treated as landmark patterns. Ongoing
can also be used for veribcation. Violations are detected by the Advork is to extend the formalisation to also map the intentional state-
tivation conditions in the violation handling clauses and in such cas&€nts in the message layer (such as joint commitments) into LTL.

the manager performs corrective actions or enforces compensations
for agreements violated by parties.
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oriented (such as OASIS ebXML [3] or too low-level, based on
Service Level Agreements (SLAs). We will concentrate in the lat-
ter ones, as these are the only ones usable for monitoring compu-
tational behaviours. WS-Agreement [4] was one of the brst XML- [1]
based languages for agreements (terms and meta information abouzt
the agreement) which also included a debnition of a protocol for[ ]
establishing these agreements. Although WS-Agreement is widelys
used, it is not possible to describe multi-party contractual relation-[4]
ships, only one-to-one contracts. It also lacks the dePnition of met-
rics in order to support Bexible monitoring implementations. Most of [5]
this has been solved in the Web Service Level Agreement (WSLA)
[8] framework, a more expressive language targeted at dePning angb)
monitoring agreements for Web services, covering the depnition of
the involved parties, the service guarantees and the service depnitiof’]
WSLA allows the specibcation of third parties and also monitoring
service performance by means of metrics. However, it lacks the de-
scription of the application execution context and mechanisms for[8]
the execution of activities such as negotiating the contract. Both WS-
Agreement and WSLA also lack formal semantics about behaviours®]
and agreements (making it difpcult to reason about them or to verify
certain properties). Finally, Rule Based Service Level Agreementg.0]
(RBSLA) [11, 10] focuses on sophisticated knowledge representa-
tion concepts for service level management (SLM) of IT services.
RBSLA is an extension of RuleML. The rules are based on the Iogicfll]
components of Derivation, Event Condition, Event Calculus, Cour-
teous Logic and Description Logic. RBSLAOs Rexibility is based on
its declarative nature, allowing a more compact and intuitive repref2]
sentation. Monitorisation of agreements is based in Event-condition-
action rules with proper operational semantics. However no notion of
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