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Abstract. A long-term human robot interaction (HRI), which in-
volves data storage of personal information, naturally raises ethical
issues as a primary concern. This paper is an attempt to rise to this
challenge by speculating how to best build and control a “roboethi-
cal” memory for a robot companion. We believe that memory is an
essential feature in the design of a robot mind for this kind of long-
term HRI. Hence, this work tries to create a link between “human-
like” memory modelling and the new Roboethics discipline. We em-
bark on this endeavour by proposing forgetting mechanisms that
would dictate what the robot companion should and should notfor-
get in addition to suggesting a primary experiment to test the memory
prototype.

1 INTRODUCTION

Recently there has been an increasing interest in establishing the sci-
entific basis for developing artificial companions that users will want
to interact with over a long period of time in their own socialset-
tings [28] [29] [31]. An artificial companion could be a robot, but
could also be an intelligent graphical character on a mobilehandheld
device, a children’s toy or, given mobility (i.e. ability tomigrate) be-
tween such devices and platforms, a combination of all of these.

A frequently asked research question arises from this fascinating
research goal: How do we create a new computer technology that
supports long-term relationships between humans and artificial com-
panions? Moreover, what technologies would be essential for the de-
sign of the artificial companion?

From a technical perspective, interaction mechanisms, long-term
responsiveness to human affective states, interfaces, memory, data
security and privacy are some of the areas, which must be investi-
gated in order to develop long-life personalized artificialcompan-
ions. Amongst the aforementioned areas, memory modelling can be
considered as an essential aspect in any project relating tothe long-
term social relationship between a human and an artificial compan-
ion.

We argue that the inclusion of “human-like” memory in artifi-
cial companions will enable them to behave in more natural and be-
lievable ways. The existence of this memory will help the artificial
companions to comprehend their world by adapting to new circum-
stances. It will allow them to make predictions about a situation and
thus produce appropriate behaviours. In other words, theirpast ex-
periences will serve as guidelines for their future actions. Applying
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these guidelines, the artificial companion will be able to act in certain
consistent ways and thus exhibit a “personality” - a reflection of the
“self” that is important in social communication [15].

Moreover, apart from the intrinsic complexity faced by scientists
when modelling a human-like memory, we envisage that there are
some additional challenges in attempting to devise a memoryfor the
artificial companion. For instance, how to incorporate emotional as-
pects? What in the information the companion has perceived while
interacting with the user or the environment should it forget and what
not forget? In addition to other ethical issues might possibly be in-
volved?

This paper seeks to provide a broader definition of human memory
focusing on forgetting mechanisms while trying to highlight in which
ways a long-term companion memory is linked with privacy andthus
ethical issues. For the sake of argument, in this paper we will centre
our ethics discussion only on robots as role models for our artificial
companions.

The remaining of this work is organised as follows: Section 2will
define human memory and forgetting according to literature from
Psychology and Cognitive Science. In Section 3, we will givean
overview of ethical issues and introduce the new disciplinenamed
Roboethics. Section 4 will consider the nature of the link between
a robot’s artificial memory and Roboethics, in addition to proposing
ways of controlling the memory of a robot companion. Section5 pro-
poses a first experiment and Section 6 will present some conclusions
and describe future work.

2 MEMORY AND FORGETTING

“You have to begin to lose your memory, if only in bits and pieces, to
realize that memory is what makes our lives. Life without memory is
no life at all, just as intelligence without the possibilityof expression
is not really intelligence. Our memory is our coherence, ourreason,
our feeling, even our action. Without it, we are nothing”. - Luis Bu-
uel. Spanish director, 1900-1983.

Life is full of stories: stories we remember through experiences,
stories we heard and stories we compose. These stories are a reflec-
tion of the “self” when they are told and without them, life ismean-
ingless. An individual without past stories will not be ableto appreci-
ate life, share their experiences with others or make sense of anything
happening around them. This is due to the fact that “understanding
the world means explaining what has happened in it in a way that
seems consonant with what you already believe” [32]. Memories are
part of what makes up our personality, controls our behaviours and
often influences our mood [12].

According to Le Doux [26], our brain contains a variety of dif-
ferent memory systems that work in parallel to give rise to indepen-



dent memory functions. Conscious, declarative or explicitmemories
are mediated by the hippocampus and related cortical areas,whereas
implicit emotional memory involves the amygdala and related areas
[23]. The hippocampal system lets us remember the details ofa situ-
ation, whilst the amygdala system produces stimuli that activate our
body chemistry for the emotional situation.

In general, memory works on the basis of three different processes:
first, information from the sensory system of the organism (external
and internal sensors) is encoded, then stored, and finally retrieved (if
not forgotten). It is as yet unclear and controversial amongscientists,
how exactly memory works [41] [16] [27].

Computationally, memory is modelled as a succession of three dif-
ferent stores, one for the sensory information, the second for short-
term memory (STM), and the last for long-term memory (LTM); the
above described processes, encoding, storing, and retrieving, work
on these three entities.

In the store for sensory information, incoming perceptual input
from the sensors is either ignored or attended to. In the casethat it
is ignored, it is removed after a split second. In the case that one
attends to it, it survives, writes over “old” sensory input information,
and is processed in order to assess its meaning. Once the meaning
is assessed, the information is encoded and transferred to the short-
term memory. Information that enters this memory can be lostor
forgotten.

Long-term memory keeps a large quantity of information for po-
tentially a very long time. Information stored there can be of very dif-
ferent types. While researching into human memory, one faces some
serious problems. First, the quality of memory retrieval can only be
measured by comparing the consistency of different retrievals at dif-
ferent points of time (indirect measurement). Thus, even ifpeople
can elaborate not only on an (emotional) event but also on situational
context information surrounding the event, we do not reallyknow
whether the retrieved information is accurate [13] [42]. There are
some solutions to this problem; for instance, the simulation of events
in the laboratory and the direct assessment of memories of these.

However, in the context of memories that have been stored based
on real-life events and experiences, the American Psychological As-
sociation comes to the conclusion that “at this point it is impossible,
without other corroborative evidence, to distinguish a true memory
from a false one”.

Summing up, the three main activities related to memory mod-
elling are: encoding, remembering [8] and forgetting. Information
from short-term memory (STM) is encoded in long-term memory
(LTM) through repeated exposure and generalisation. Remembering
or retrieval involves recall and recognition while forgetting may be
caused by several processes.

In this sense, an artificial companion should have the capability to
“remember” and “forget” information perceived from its interaction
environment so that it can update and adapt its memory accordingly.
By constantly reconstructing memory, e.g. using remembering and
forgetting mechanisms, the artificial companion will be able to learn
to behave in an appropriate way because its attention can be focused
on important information relevant to the current interaction situation.

If we were to record every bit of incoming information, we would
have information overloaded, difficulty in organizing the informa-
tion and difficulty in focusing on one piece of information ata time.
Therefore, forgetting is essential and useful, thus a number of the-
ories of forgetting have been developed by neuroscientistsand psy-
chologists, which aim at explaining these mechanisms, and thus why
we forget. These theories can be split into two groups. One ismostly
associated with forgetting from STM and another one is with forget-

ting from LTM, as follows:
- STM
a) Trace decay
This theory suggests that memory fades away with time and leaves

a trace in the brain in the form of physical and/or chemical change
in the nervous system. This trace would then be subjected to an au-
tomatic fade or decay over time [11].

b) Displacement
This theory explains forgetting as due to lack of availability or lim-

ited capacity of the STM. In this way, new information “displaces”
old information when STM is “full”.

- LTM
a) Interference
For this theory, LTM can be disrupted or interfered with by other

memories, i.e. memories interfere with one another retroactively or
proactively [7] [6]. Retroactive interference means that information
that is encoded later interferes with information that is encoded at
an earlier stage; while proactive interference means that information
that is encoded at an earlier stage interferes with information that is
encoded at a later stage (e.g. witnesses in court).

b) Lack of consolidation
This theory states that a certain amount of time is necessaryfor

some alteration of the brain substrate to become permanent,i.e. the
consolidation process. Therefore, impairment on the consolidation
process, such as damage to the hippocampus or aging, may thus
cause forgetting [43].

c) Retrieval failure
The retrieval failure is characterized when information stored in

the LTM cannot be accessed [36]. When it comes to retrieving in-
formation from memory, contextual cues are crucial. Tulving and
Psotka [37] have shown that forgetting is due to the absence of a
valid cue for recall (cued recall) and that recalling memories fails if
contextual information is missing. As Bouton and collaborators [9]
put it: “Retrieval is best when there is a match between the conditions
present during encoding and the conditions present during retrieval.
The passage of time can create a mismatch because internal and ex-
ternal contextual cues that were present during learning may change
or fluctuate over time. Thus, the passage of may change the back-
ground context and make it less likely that target material will be
retrieved”.

d) Repression
Repression occurs when memories are unconsciously blocked

from our awareness. It could be seen as the purposeful but sub-
conscious block of memories. These strategies to “forget” disturb-
ing experiences have been researched in psychoanalysis as defence
mechanisms, strategies that serve to protect the self from situations
and emotions with which one cannot cope [18]. In case of theseun-
conscious or conscious strategies of motivated forgetting, remem-
bering, discussing or rehearsing memories are important techniques
to strengthen the retrieval of the suppressed or repressed memories.
Similarly, forgetting details of disturbing events might also be due
to the fact that disturbing events are simply less often discussed and
rehearsed than positive memories.

Apart form the aforementioned theories, forgetting has also been
linked to sleep, distress, exercise and diet. The research into the influ-
ence of sleeping on memory and forgetting can be subsumed with the
finding that it is the metabolic processes that take place during sleep-
ing that influence forgetting (e.g. [19]). Results focusingon the ab-
sence of sleep on memory and forgetting can be interpreted asbeing
at least partly the consequence of heightened stress levelsthat are a
direct result of the absence of sleep. As far as stress level and memory



is concerned, extensively high cortisol levels that resultfrom danger-
ous situations and have the function to prepare the organismfor fight
or attack, damage brain cells if they are not controlled. Normally, in-
ternal regulative mechanisms stop the distribution of cortisol within
a short time frame, but this control mechanism can be impaired, e.g.
in depressive patients.

In the next section, we will provide an overview of ethics issues
incurred on social relationships and introduce the new discipline
named Roboethics.

3 ETHICS TO DEFINE ROBOETHICS

In discussing ethics, we will first describe the main theories related
to ethical behaviour on social relationships in general. Then, we will
concentrate on the ethics related to human robot interaction (HRI).
Therefore, we will focus on robots as long-term companions,includ-
ing the implications of their memory modelling with regard to pri-
vacy issues such as data security and data disclosure.

There are three types of theory that try to encompass ethicalcon-
cerns: consequentialist, deontological and virtue-based. The former
states that the consequences should rule one’s actions. In this sense,
an ethical behaviour should involve the ability to predict the result of
an action, in addition to evaluating the results of an actionaccording
to positive expectations and/or desires.

In deontological theory, an action is evaluated a priori as being
moral or immoral irrespective of its consequences. Usually, a set of
moral rules are created describing a deontological moral system. A
number of such systems have been created [20]. Nonetheless,con-
flicts may always arise when dealing with a rule-based systemand
thus one must know how to solve the upcoming dilemmas.

Virtue-based theory, on the other hand, considers one’s character
in terms of “being” not “doing”. Hence, ethics is a question of char-
acter and learning by practicing is more relevant than theory.

As previously stated, we are concern about the ethics involved in
the design and use of robot technology in everyday settings from a
user-oriented perspective. This requires a balanced discussion that
may not begin with life and death [5] [14] [3], but on a more general
level grounded in real culture. Relevant questions then concern how
the technology that we build affects existing social practices, how the
image of robots in popular media affects us and our designs, and the
values that people in general associate with robotic technology.

One should not underestimate the fact that the development of
robotic technology involves systems that are extremely complex and
in a way probably unpredictable given it depends on how such ma-
chines are created. Notwithstanding the distress that might be in-
curred, we believe that there is no need to be alarmist [24]. Of course,
history has given us enough reasons to become concerned withthe
uncontrolled development of new technology e.g., war built-purpose
robots [4] and hence, ethical issues involved should undoubtedly be
part of our present concerns.

With the aim of devising a human-centred ethics, which would
involve long-term ethical concerns whilst developing robotic tech-
nology, a new discipline named Roboethics was created [38] [39]. Its
prime objective is to provide scientific, cultural and technical tools
that can be shared by different social groups and beliefs. Thus, it is
believed that Roboethics should not only comply with the widely ac-
cepted “Charts of Human Rights” but also consider ethical theories
as described earlier in this section. Moreover, Veruggio [38] enquires
whether Roboethics is a problem for the individual scientist, for the
end user, or for the concerned person to deal with, in her/hisown
consciousness, or whether it is a social problem to be addressed at

an institutional level. We advocate that it should be a combination
of all of these, given that conscious individual scientistsshould lead
to a conscious institution and thus to an ethical end-product to the
end-user.

Roboethics should analyse the effects of robotics such as abroga-
tion of responsibilities, lack of access, deliberate abuse, terrorism and
privacy amongst others, in many application fields, such as economy,
society, law, elderly, health and childcare. However, in this work, we
concentrate on the ethics related to long-term HRI, focusing more on
data security and thus privacy issues.

In the next section we will describe related work which has already
approached ethical issues on robotics, memory models and experi-
ments, focusing on which content should be forgotten by the robot,
while trying to investigate a hypothesis on how to control the robot’s
memory.

4 TOWARDS A ROBOETHICAL MEMORY
CONTROL

So far, the idea of a robot companion has not been widely accepted
and sometimes not even considered or imagined. There are also some
scientists and philosophers who clearly stand against its use in all
circumstances. Take Sparrow for instance [33] [34]. He argues that
while we are unable to create robots with real personality, we could
make the mistake of viewing our creations for what they are not and
hence, this could involve a potential ethical danger [2].

Syrdal and collaborators [35] addressed the relevance of consid-
ering privacy as an ethical problem on HRI as pointed out at the
EURON Roboethics Roadmap [39]. The authors conducted an ex-
ploration experiment using a human-sized robot, which was oper-
ated under remote control while interacting with 12 participants in a
long-term trial i.e., “The Wizard of Oz Method” [25]. One important
aspect raised by the analysis of the results was that of the influence
of nationality and thus cultural differences between the participants.

As expected, people were mostly concerned with “what” was be-
ing stored on the memory of the robot companion and “how” thisdata
would be processed and to “whom” this information would be fur-
ther disclosed. All things considered, it was concluded that not only
systems that are meant to be used by general public should strive to
explicitly justify any data captured from its users but alsothat privacy
and data protection remain an important field of research.

In our research we focus on what the artificial companion should
and should not forget and its consequences when taking into con-
sideration ethical concerns. For Gips [21], each ethical theory pre-
sented on Section 3, has its pros and cons and thus he poses a ques-
tion that is concerned with “What types of ethical theories can be
used as the basis for programs for ethical robots?” For instance, the
consequentialist theory would be the easiest to implement in a robot
but prediction would be an issue. The deontological theory might
also seem straightforward to implement but arising conflicting obli-
gations would be pre-emptive. The virtue-based theory seems to res-
onate partially with the evolutionary robotics approach but the un-
predictability might become undesired. We believe that in order to
create an ethical robot one should consider incorporating aspects of
all ethical theories [40].

In our point of view the three theories could be combined in a way
of creating a master “roboethical” theory, which would encompass all
positive features of each one, while attempting to overcomethe short-
falls. For instance, an ethical robot’s mind could be programmed as a
set of rules (deontological theory), which could be learnedby prac-
tice (virtue-based theory) and also by applying evolution and predic-



tion (consequentialist theory). Of course when we mention the robots
mind, we are mostly interested in the robots memory modelling and
the related forgetting mechanisms, which is the focus of this investi-
gation.

Forgetting is useful to improve efficiency, scalability andadapt-
ability of cognitive systems operating in dynamic task environ-
ments, such as a robot’s interaction environments. Forgetting could
be viewed as a way of controlling the memory of the robot compan-
ion for it could be used to regulate [22] the type and amount ofdata
stored on the robots memory, giving rise to a more reliable artificial
companion, in data security and privacy terms.

Towards this roboethical memory control, a robot companioncan
learn (virtue-based) data privacy regarding contents as well as con-
texts from making mistakes that is later rectified by the user. Each
time a robot makes a mistake by retrieving a piece of personally sen-
sitive data and the user corrects the robot, the memory architecture
should create a new rule (deontological) to handle the same type of
data under the remembered context, namely the current environment
and other people’s presence. Once the new rule is reinforcedby the
user, it allows the robot to be attentive to a particular typeof infor-
mation while interacting with the environment and perceiving data
through sensors. This new rule can help processing the information
and enable a “situational forgetting” mechanism, which allows the
robot to “forget” a piece of sensitive information under specific cir-
cumstances to satisfy the user’s expectations and attend its requests
via making accurate predictions (consequentialist).

In order to implement such control, our proposed memory model
should include forgetting mechanisms by not only utilizingthe trace
or functional decay theory [11] [1] for STM and LTM but also con-
sidering displacement, interference, consolidation and most impor-
tant repression. A repression mechanism could be implemented in
order to allow the user to “repress” any memory event that might
be considered inadequate for storage. Following these guidelines,
a robot’s memory can be personally tailored to suit particular user
needs while initialising the robot. The same memory architecture,
with different levels of forgetting and repression mechanisms to han-
dle sensitive contents, can support various user groups with regards
to personal privacy. For instance, a robot companion working in an
office can be personalised to remind workers their schedule,meet-
ing appointment and regular break times; however this robotshould
avoid remembering workers’ personal information such as some-
one’s home address or salary, because these are sensitive issues to
individuals in the office environment. In contrast, a robot companion
living with the user in the home environment can store more personal
information at users’ request. This robot can help the user with daily
tasks at home and also remind the user the time to take medicine,
appointments with a doctor or personal dates.

For the general memory model, basically, memory traces thatare
of the immediate past are denser than the old ones. When infor-
mation is perceived, it enters the STM. With continuous activation
through rehearsal or frequent recall this memory may eventually be-
come LTM. However, if the information falls into disuse, thememory
trace will start to decay and eventually fade from memory.

The information that receives frequent attention will go through
reconstruction processes before it is consolidated as LTM.This is
part of the learning process where memory structures are modified
continuously based on incoming information to ensure theircurrency
with respect to the world state. By being able to notice and recall dif-
ferences in experiences, the robot will be able to learn about its en-
vironment more effectively. General structures will help the robot in
deciding what to pay attention to, and “reminding” forces itto make

use of prior knowledge to form expectations. Nonetheless, care needs
to be taken when generalising information to ensure that particular
differences that may be valuable are not lost.

To recapitulate, by considering ethical issues, a prior knowledge
(a deontological system), a learning process (virtue-based) and a pre-
diction scheme (consequentialist) should be part of the “roboethical”
system as described earlier together with the aforementioned forget-
ting mechanisms. In this way, the user could control “what” is being
stored, “how” it is being encoded and to “whom” it would be avail-
able.

5 PROPOSED PRIMARY EXPERIMENTS

Following Brom’s et al. [10] previous work on characters with ar-
tificial memory, we suggest as a first experiment to test our mem-
ory model, the use of the ORIENT (Overcoming Refugee Integration
with Empathic Novel Technology) software platform developed for
the ECIRCUS project [30].

Although it has graphical characters acting as artificial compan-
ions (Figure 1) and not robots, we think it could provide a valuable
test-bed for assessing ethical issues related to privacy and cultural
differences. The ORIENT software platform tackled nationality is-
sues where graphical characters were used to help diminishing prej-
udice against new cultures trying to educate the user to learn how to
behave and thus respect other nationalities and cultural differences
[30].

Furthermore, the ORIENT platform was build upon the FearNot!
Affective Mind Architecture (FAtiMA) [17] which has an autobio-
graphic memory model partially implemented allowing us to further
improve and adapt the model to our purposes without having tostart
from scratch.

Figure 1. ORIENT system graphical interface showing part of a small
planet called ORIENT, which is inhabited by an alien race, the Sprytes

We can picture a number of scenarios within the ORIENT plat-
form where our case study could be conducted. For instance, by mak-
ing use of the proposed remembering and forgetting mechanisms,
the artificial companion could adapt itself to the user preferences in
terms of cultural identity in a social event or on a daily basis activity.



Additionally, it could also learn to forget particular episodes if told
so by the user or not to disclose any information shared in private.

Before designing the implementation module, it is imperative to
further discuss whether the ORIENT artificial companion should also
have its own culture or not? In ORIENT an individual (or Spryte)
could have its own personality despite being immersed in a culture.
Hence, we should identify the impact and relevance a cultural her-
itage could have on our study.

6 CONCLUSIONS and FUTURE WORK

This paper speculates on how to best build a memory model for a
robot companion while being concerned with ethical issues involving
data security and thus privacy aspects.

After discoursing about memory and forgetting, ethical theories
related to the new Roboethics discipline were described.

The work discussed why a memory model should encompass ethi-
cal issues and a first case study was suggested as a test-bed for the hy-
pothesis by checking whether the artificial companion can perceive,
remember and react to human users.

In conclusion, one may ask: “Could a robot ever be ethical?” [21]
[40]. We believe the answer is “yes” if one has clear ethical concerns
and is conscious of how the robot is being developed and to what
purpose. Particularly, bearing in mind that a robot should be a partner
and co-exist with human beings while assisting them both physically
and psychologically, in addition to contribute to the realization of a
safe and peaceful society [38] [39].

Future work includes a formal detailed proposal of an initial mem-
ory model for an artificial companion taking into consideration all the
ethical issues raised on this present work apart from further describ-
ing the first case study to test the memory prototype.
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