








Figure 3. Permission Assignment in RelBAC

ject and object ontologies. By exploiting the theory of Lightweight
Ontology as described in [5, 7], the arbitrarily manual structure is
transformed into a lightweight ontology where implicit semantics on
the tree edges are unified into explicit ‘IS-A’ relations, and the natu-
ral language labels of nodes are disambiguated with natural language
processing [12] into logical formulas. For instance, Figure 3 shows
parts of the lightweight ontologies built by Alice and the assignment
of ‘Update’ to user ‘David’ on the set of objects ‘MacBook’. In the
left lightweight ontology, David is classified as an instance of the
set ‘Friend® M Business’ M Product® M Apple®’ according to
his social position that he has a Business” relation with Alice and
he works for Apple® (the superscript depicts the 3rd sense in the
knowledge base, i.e., an IT company rather than a fruit). Symmetri-
cally, in the right ontology (of the goods on sale), there is a class of
objects ‘Sale® M Digital® N Laptop' M MacBook'’ where Sale®
is a branch of Business’, MacBook' is a Laptop® as a Product®
of Apple®. Apparently the two concepts are syntactically different,
but semantically overlapping.

Things become more complicated when new ontologies arrive,
e.g, if Alice likes to collaborate with some other eBusiness vendor
who has her own user community and product category ontologies
heterogeneously. The traditional way to solve the heterogeneity is to
merge the database and create new rules for the ‘new’ knowledge
base. Figure 1 shows part of Alice’s social ontology and Bob, an-
other eBusiness vendor has his own social ontology as Figure 2. The
collaboration of Alice and Bob might lead to integration of these so-
cial ‘resource’s, such as product supplier, transporter, customer, etc.
in addition to the integration of the physical resources such as goods.

So the motivation lies in at least two aspects:

e Semantic similarities disclose the latent relationships between
subjects and objects although they are syntactically different.
These latent relationships might suggest rules to be created for
these semantically relevant subjects and objects such as to permit
David to update the web categories about Apple products.

e Semantic similarities between ontologies of a type, such as be-
tween two subject ontologies or two object ontologies or even
permission ontologies, provide a way to reuse (i.e., propagate) the
permissions assigned by existing rules such as to reuse the rules
for ‘VIP’ users of Alice onto Bob’s ‘Senior’ customers.

3 Semantic Matching for Access Control

Rel BAC provides automated reasoning about the knowledge base
such as consistency checking and query answering. Thus, member-
ship checking, security property enforcement are used at design time

to reason about hierarchy management, permission propagation, sep-
aration of duties, etc. and query answering can be used at run time
for access control decision. However, that is not enough as an access
control system for the larger and more complex eBusiness solutions
crucially needs help to manage access control rules such as addressed
in Section 2 by providing suggestions about candidate rules when the
user is not an expert in access control (as it is often the case with so-
cial networks), or to provide semantic heterogeneity resolution for
relatively large and complex ontologies or highly dynamic policies.

The fact that we handle subject, object and permission hierarchies
as lightweight ontologies allows us to deal with the problem of se-
mantic heterogeneity, namely with the fact that in general we will
have multiple subject and/or object and/or permission hierarchies
which express semantically related notions in many different forms.
We can find with Semantic Matching tools that there exists similarity
between the subject and object lightweight ontologies although they
are heterogeneous and built independently. This will help to gener-
ate candidate permissions to be submitted to the user for approval,
or generate semantically motivated constraints between subject and
object categories, and so on.

To detect these semantic relations between classifications we use
S-Match, a Semantic Matching tool described in [6]. The original
idea of Semantic Matching is to calculate the semantic similarity
such as equal, overlapping, etc. between the categories of the two
given classifications. The core of a S-Match procedure consists two
rounds of matching. The first round match is performed on the con-
cept at label which are logical formulas formed with word senses
such as the column names of Table 1. WordNet [9] is used as a knowl-
edge base in which possible relations between senses (meanings of
word) are provided. Semantic similarities are defined with sense re-
lations. Equal =: one concept is equal to another if there is at least
one sense of the first concept, which is a synonym of the second.
Overlapping M: one concept is overlapped with the other if there are
some senses in common. Mismatch L: two concepts are mismatched
if they have no sense in common. More general / specific J,C: One
concept is more general than the other iff there exists at least one
sense of the first concept that has a sense of the other as a hyponym
or as a meronym. These direct results from the knowledge base can
be regarded as a preparation for the second round of matching as they
discover the relations between senses of single nodes. Afterwards,
matching is performed on the concept at node which is a conjunction
of all the concepts at label of nodes from the root to current, e.g.,
DL formulas in Figure 4. The results of the second round match is
calculated by checking subsumption with a reasoner.

Let us see how to use these matching results in turn.

3.1 Suggestions for Rule Creation

For any access control systems, the stage of rules creation is very
important because a cute rule set will simplify later work as enforce-
ment and management. Semantic Matching between the subject and
the object ontologies will find out potential semantic relations be-
tween categories of the two ontologies. For example, given the back-
ground knowledge about the relations MacBook' is a Laptop® as
a Product® of Apple® etc., we can find the semantic similarities
as listed in Table 1. As WordNet does not ‘know’ the word such as
‘MacBook’, which is common under the enormous emergences of
new words in this Information Era, we should enrich the knowledge
base with the facts such as ‘Apple3 is a IT company selling digi-
tal products such as MacBook and IPod.’. This is a non-trivial task
and many domain experts together with volunteers like common web
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Table 1. Semantic Matching on Labels
S-Match Friend® | Business’ | Product’ | Apple® | Lenovo® | Soccer! M Fan?
Sale? 1 C 1
Digital®
Laptop® C
MacBook® mn L
Thinkpad® 1 mn

users are contributing in this direction, at least to our own knowledge
bases.

From Table 1, we can see the semantic similarities such as
Sale? T Business”, etc. These relations provide the following sug-
gestions to create new rules.

Semantically Related The cells marked with ‘C, J, =, repre-
sent the semantic similarity of the corresponding concepts. It is
meaningful to assign corresponding users some access to the ob-
jects. For example, the relation Sale® T Business’ suggests
that some access, let us say Read, should be assigned to the
Business’ Friend® to some Sale? categories. It is obvious here
in the small toy user and object ontologies, but facing a large
eBusiness such as Amazon.com, these similarities will be very
useful for the administrators in creating new rules. We may also
place degrees on similarities. ‘=" weighs more than ‘C’ and ‘J’,
which in turn more than ‘T1°. Therefore, it is more likely to assign
access between ‘=’ related subjects and objects than the others.

Explicit Unrelated The cells marked with ‘1’ represent that the
corresponding concepts are found ‘unrelated’ in the knowledge
base. Here we shorten the axiom ‘C71 M Ce T 17 as ‘Cy LC2’. We
have to differentiate the real world semantics of these ‘_L’s.

e Sale? 1 Friend® is a mismatch because they are referring to
object and subject, i.e. an activity and a person respectively.
This mismatch comes from the disjointness between person and
activity as different subjects but does not prevent that a person
can have some relation with an activity such as Friend> may
have access to Sale?.

e MacBook®' | Lenovo' comes from that ‘MacBook is a prod-
uct of Apple company but not Lenovo.” This kind of mismatch
suggests exactly no access should be assigned.

e Sale? L (Soccer' M Fan?) covers both upper cases so it does
prevent the access assignment from Soccer® Fan? to Sale?.

The second case is a strict mismatch which means ‘irrelevant’ in
common sense. It is important to detect this kind of mismatches
because they can suggest for constraints such as separation of du-
ties that we will discuss when matching two subject ontologies in
the next subsection.

Implicit Unrelated The blank cells of the table mean that the
knowledge base doesn’t know any existing relation between the
corresponding concepts. In this case, no semantical similarities are
provided. From Table 1 we can see that this kind of cells are the
majority in this example, only because the knowledge base we use
is not designed for eBusiness domain. If it is specially enriched
with more background knowledge, we believe more semantic re-
lations can be found and more suggestions will be provided.

The interesting thing here is that the relation between Friend®
and Sale? is mismatch. It is weird but true as Friend® means ‘a
person with whom you are acquainted’ and Sale? is ‘the general ac-
tivity of selling’. This is common when we match a subject ontology
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with an object ontology. If we went on with the second round of S-
Match on the concepts at node which includes all the semantics from
the root to the current node, this mismatch between Friend® and
Sale? would propagate to all the results and Table 1 would be full of
‘Ls’ simply because of the similarity of the two roots is mismatch.
We may get nothing from such a table, therefore in this phase, we
use only the first round of S-Match on concepts at label.

3.2 Automated Rule Reuse

One important evolution of subject and object ontologies is to in-
tegrate other similar ontologies. For example, an eBusiness vendor
will enlarge her social network to involve more customers and very
likely she would integrate the customer ontology of another vendor,
or symmetrically integrate the goods ontology. The traditional access
control solutions ask an administrator to create new rules for these
evolving parts. Even for the similar ontologies, all assignments have
to be made once again. For example, the vendor in the scenario of
Section 2 would like to merge another ontology of subjects as Bob’s
Social Ontology as Figure 2. In this case for instance, a customer set
called ‘Senior’ has the similar intuition to the “VIP’ set in previous
ontology.

The resulting semantic relations can be used along the lines of
what described in the previous sections either to drive the merging of
the two ontologies or to create mappings which allow for the prop-
agation of permissions from one ontology to the other. Thus for in-
stance the system administrator might enforce that the equivalence
mapping between the two root nodes in Figure 4 means that a Read
permission on the left root node propagates to the right root node.
These kinds of mappings are very similar to the C-OWL mappings
introduced in [1] and should be used whenever a full merge of the
two ontologies is not advisable or there are good reasons to keep the
two ontologies distinct.

We show in Figure 4 the results of S-Match on two branches of
the ‘friend’ lightweight ontologies generated from the hierarchies in
Figures 1 and 2. The semantic similarity axioms can be added to the
knowledge base of access control and the rule reuse is done without
further efforts. For example,

{(Friend® N Commerce') C (Friend® N Business’),

Business' C o} = Friend® N Commerce' C a

With the help of these semantic similarities found by S-Match,
any subject-centric rules with permissions assigned to Business’
will also propagate to F'riend® M Commerce' just as a reasoning
result without creating new rules for the new subject sets. Similar
reuse applies on objects as well when S-Match is used to find the
semantic similarities between object ontologies.

Even though indicating ‘explicit unrelated’, ‘L’ is an important
semantic similarity for rule reuse. Here we refer to the strict mis-
match discussed in Section 3.1. It means that the two nodes in
the two ontologies matched are semantically mutual exclusive, e.g.,
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Friend’>—=— 5 Friend?

/ N\

=
Friend® NBusiness”™ > Friend*NCommerce!

Friend*nBusiness” Friend*nCommerce
MProduct! NSupplier!

Friend® NBusiness’ = _Friend*nCommerce!
MProduct! MApple’ nSupplier' NApple*

1

Figure 4. Ontology Matching for Rule Reuse

HP?1 Lenovo' between the two ontologies in Figures 1 and 2.
HP? and Lenovo' represent the set of users belonging to differ-
ent IT companies, and it is rational to separate the duties from the
two sets, i.e. users from company H P? should not have the same
access as those from Lenovo'. When the two ontologies are both
considered as subject knowledge, the matching results suggest a new
policy as HP? M Lenovo' T L which ensures that users cannot be
members of both sets.

4 Related Work

With the arrival of Web 2.0 and now coming even Web 3.0, access
control over the resources online throughout the evolving social net-
works demands more automated tools for administration.

Classic access control techniques, e.g., cryptography have been
proposed for community access control such as [2]. However, this
kind of access control systems focus on protection from security
threats rather than taking use of the rich information from the web.
The authentication procedure is done once for all which is not enough
for fine-grained access control.

Lockr [11] was proposed to fit the situation that the large num-
ber of content sharing systems and sites use different access control
methods un-reusable for each other. It separates social networking
information from the content sharing mechanisms, so that end users
do not have to maintain several site-specific copies of their social
networks. It also provides a way to use social relationships as an
important attribute, relationship type, to define access control rules.
However, Lockr still uses a public/private key communication and
does not consider the semantic similarities.

Another thread similar to our solution is Semantic Based Access
Control. Yague et al. discussed the Semantic Access Control model
in [3] with a XML based language SPL (Semantic Policy Language).
The model is based on the semantic properties of the resources,
clients (users), contexts and attribute certificates and relies on the rich
expressiveness of the attributes to create and validate access control
policies. It is flexible to define access control over attributes but faces
the complexity problem of the system. In contrast, our model covers
the expressiveness of attributes and takes use of the structure at the
same time so that the permission propagation will greatly reduce the
number of rules. Pan et al. present a novel middle-ware based system
[10] to use semantics in access control. It is based on RBAC model
[4] with a mediator to translate the access request between organiza-
tions by replacing roles and objects with matched roles and matched
objects. For interoperation, they use semantic mapping on roles in or-
der to find the similarity or separation of duties between roles in two
ontologies. This is similar to our approach, but we do much further
as the S-Match tools are not domain specific so that we can match a
subject ontology with an object ontology for new rule suggestions.
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5 Conclusion

Based on the Rel BAC formalization of the access control problem
in social networks, we can organize users, objects and permissions as
(lightweight) ontologies. This allows to represent access control rules
and policies as DL formulas and to reason about them using state of
the art off-the-shelf reasoners. However, when the knowledge base is
more and more complex, the rule management task explodes. Thus
it requires automated or semi-automated tools to help creating and
reusing rules. In this paper, we have shown how it is possible to use
Semantic Matching technology to discover and exploit the underly-
ing semantic relations between subject and object ontologies and be-
tween two user or object ontologies belonging to different policies.
The resulting automated reasoning capabilities can be exploited to
support the user or system administrator in the policy management,
an activity which is time expensive and error-prone.
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Evaluation of Ontology Mapping Representations

Hendrik Thomas', Declan O'Sullivart, Rob Brennan?

Abstract. A common approach to mitigate the effects of ontol-complex and time-consuming process [9,12,15,18]. The differ-
ogy heterogeneity is to discover and express the specific corrent related issues in ontology mapping have been widely ad-
spondences between different ontologies. An open researchessed in literature [5,12, 19].
question is: how should such ontology mappings be represented.One key aspect, which is still open to discussion, is the ques-
In recent years several proposals for an ontology mapping repréen: how should ontology mappings be explicit represented
sentation have been published, but till today no format is offi{9,19]? In this paper we define an ontology mapping representa-
cially standardized or generally accepted in the community. Ition as an explicit specification of the correspondence between
this paper we will present a new evaluation framework for onentologies to improve their interoperability. In recent years sev-
tology mapping representations for a pragmatic state of the agral proposals and recommendations for such an ontology map-
overview of their characteristics. In particular we are interesteging representation have been published, but till today no repre-
how current ontology mapping representations can support tteentation specific format is officially standardized or even gen-
management of ontology mappings (sharing, re-use, alteratioeyally accepted in the semantic web community [12, 20]. Thus
as well as how suitable they are for different mapping tasks.  an ontology engineer, when confronted with the need to merge
or align multiple ontologies, has a choice between multiple cur-
1 INTRODUCTION rently available ontology mapping representations, each with
their individual strengths and weaknesses for a specific map-
Ontologies are an important component for the implementaping task.
tion of the semantic web vision [1,2]. The promise of ontologies Publications focusing on ontology mapping representations
is to enable the sharing of a common understanding of a domagme relatively rare compared to the huge number focusing on
of interest that can be flexibly communicated between users amdher related questions, e.g. matching algorithms to identify
applications [3,4]. However, the actual conceptualization of anapping candidates (e.g. [21]). However, some previous studies
domain and the succeeding explication in an ontology languagen ontology mapping systems, in particular in [9,15,2,22,23],
is a very heterogeneous process [5, 6]. For example, on a syntacevide some insight. Most of these previous evaluations focus
tical level a user can choose from a variety of ontology lanprimarily on the technical capabilities of matching and mapping
guages (e.g. RDF, OWL, Topic Maps, etc.) [5,7]. On a terminotools [20,24] and less on applicability of mappings representa-
logical level one can encounter all forms of mismatches relatetions for different mapping tasks [5, 18]. In addition, only sparse
to the process of naming of ontology entities (e.g. synonymyinformation has been published on the support of reusability and
homonyms, multilanguage) [8]. Furthermore conceptual heterananagement of mappings, e.g. definitions of what meta-data
geneity of ontologies arises due to the natural human diversitypes are supported. Finally, the evaluation processes as well as
involved in modeling a domain [9,10], e.g. two ontologies couldthe criteria sets used have been heterogeneous, which makes it
differ because they cover different (even overlapping) portionglifficult to identify trends and improvements over time. In sum-
of the domain, provide a more (or less) detailed description amary, a detailed evaluation framework as well as a comprehen-
simply could reflect different viewpoints of the same domain.sive and up-to-date evaluation focusing on the capabilities of
Finally, on a pragmatic level, one can encounter discrepanciesirrent ontology mapping representations is currently missing.
related to the fact that different individuals may interpret the In this paper we will present a new evaluation framework for
same ontology in different ways in different contexts [5,11].ontology representations used for a systematic analysis of ontol-
Overall these levels of heterogeneities are major obstacles to thgy mapping formats that provides a state of the art overview of
promised interoperability of ontologies [8]. their characteristics. In particular we are interested how the on-
A common approach to mitigate the effect of heterogeneity isology mapping representations can support the management of
to discover the specific correspondences between the differeohtology mappings (sharing, re-use, alteration) as well as how
ontologies and to document these correspondences using suitable they are for different mapping tasks. The results of this
appropriate mapping expression [12, 13, 14]. In particular ontolevaluation will be of interest for understanding ontology map-
ogy mapping can be defined as the task of relating the vocabping interoperability issues and also to support ontology engi-
lary of two ontologies sharing the domain in such a way that thaeers in choosing the most suitable mapping representation for
structure of ontological signatures and their intended interpretaheir application.
tions are respected [15]. Despite the increasing tool support in
the last years (e.g. MAFRA [16] COMA++ [17], Ontology
Alignment API [9]) ontology mapping is still a challenging, 2 EVALUATION FRAMEWORK

In this section we outline our evaluation methodology, set
! Knowledge & Data Engineering Group, School of Computer Sciencdligh-level goals for ontology mapping representations and fi-

and Statistics, O'Reilly Institute, Trinity College Dublin, Ireland, Email: Nally decompose each high-level goal into specific metrics that
{Hendri k. Thonas, Decl an. OSul | i van, Rob. Brennan }@s.tcd.ie can be evaluated.
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2.1 Methodology is the extendibility in terms of: is it possible to add new trans-
To be able to compare and evaluate ontology mapping reprgcgrmations or relation types and still preserve the interpretability
nd processing ability of the representation in applications, e.qg.

sentations, first we need to define a set of evaluation criterid. . | | 12 S ific k ed h
Then these criteria can be consistently applied to any desir using an onto ogy anguage [12]. Specific knowledge, €.g. t. €
ate of birth of Tim Berners Lee, can be represented in quite

representations. To derive the criteria we will apply the Goal .
Question Metric (GQM) method, this is a tried and testeod!ﬁerem formats or conventions [1Q].Asaresult, qntology map-
method for a structured and replicable evaluation of softwar8'N9S often_r_]ave to dea! with all k|nqs of conversions to enable
products [25,26]. GQM provides a hierarchical structured proce'—mefmperab'.IIty [5.8]. It is therefore interesting to def!ne (Q3)
dure starting with goals (object and the issue to be measured) fWP'Ch 'functlons are supporteq by the pntology mapping repre-
each relevant evaluation dimension [25]. Each goal is refineaentatlon to express conversion mappings? This includes func-

into several questions, to break down the issue to characteriyg'?jS t% n;?nltpr)]ulate ntumerlcrlzll vatllesk, gcext and dtatles. . .
the object of measurement. Each question is then refined int robably the most complex task for an ontology engineer Is

metrics (objective, subjective) in order to answer it in a quantitat-ﬂe handling of conceptual heterogeneity, because there is al-

tive way. The result of the application of the GQM method is E}/%ays more than one valid way to model a domain of interest
replicable and detailed specification of a measurement syste '_18]' €.9.an address can be represente_d a smgle property or as
targeting a particular set of issues and a set of rules for the inte- ISt Of Instances. .From an abstragt point of view this means
pretation of the measurement data [25]. ontologies could differ because different ontology elements

In the following sub-sections we describe an evaluatio nd/or relgtipns are used 1o express the same meaning [10].
framework for ontology mapping representations derived usin herefore itis relevqnt to ask (Q4) what functions an ontology
this method. apping representation supports to express how relevant knowl-

edge can be extracted and rearranged to make it interoperable
2.2 Goals for Ontology Mapping Representations (structural mapping). This involves adding or removing classes,

The first task in the development of an evaluation frameworknStances, attributes (e.g. variant name in Topic Maps) and rela-
is the identification of a suitable set of goals for ontology mapl'ons- It is also reIevgnt if such a structural mapping is I|m|t.ed to
ping representations. Turning to the literature of ontology align@ Single representation language or not, e.g. can a mapping for-
ment and mapping it can be observed that instances of ontologjat express the mapping between RDF and Topic Maps which
mapping types can be quite heterogeneous, ranging from simd?y';’e different syntax and semantics [30, 31].RDF and Topic
equivalences relations, mathematical conversions too compld$aps which have a different syntax and semantics [30, 31].
structural mappings [12,27,28]. Therefore one of the most fun- Tab. 1 gives an overview of all deducted criteria for this goal.
damental goals of ontology mapping representations is tft&1) Criteria Type Examples
ability to express a mapping relatioThe second aspect we Question 1: Which kind of ontology elements can be addressed?
considered is that the construction of a specific ontology magsingle ontology element  yes|n@WL class, property

ping can be complex and time-consuming. In fact, it could bentology fragment yes|ndSPARQUL Query: SELECT
more complex than the knowledge expressed in the ontologies ?x WHERE { ?x <http://

itself [12,20]. Instead of creating the same or similar mappings vcard-rdf/3.0#FN> "John" }
repeatedly it is important to have a goal Y& enable sharing Ontology as a whole yes|ntittp://kdeg.org/nembes.owl

and reuse of existing mappings reduce the effort involved in " Question 2: Which relations types are predefined?
the creation of mappings [8]. Besides these aspects, an ontologshount predefined types 0.X 3

mapping representation (G8jould be computationally efficient List of predefined types ~ list  equivalence, subsumption

to procesg8] in order to support the pragmatic concerns of imExtensibility yes|no add a “neighbour” relation
plementing ontology interoperability solutions. Question 3: Which function for conversion mappings are sup-
In the following subsections a set of questions is derived | ported?
each of our three goals that expose the different evaluation critRumerical function yes|noadd, subtract, multiply
ria used to characterize ontology mapping representations. String functions yes|nodelete leading white spaces
Date functions yes|no2006/12/31 to 31/12/2006

2.3 Goal 1. Ablllt.y to Express ? Mappfng Belatlon Question 4: Which function for structural mappings are sup-
Ontology mapping representation applicability can be consi ported?

ered from the viewpoint of expressiveness in terms of wWhiClAqq / remove classes yes|nemove class town

operators and functions are supported to express the relevapiq / remove instances yes|nadd instance Dubln

ontology elements in correspondence and their individual alignkqq remove relation yes|nadd Dublin is-part-of Ireland

ments [20]. o _ _Add remove attributes ~ yes|neemove a variant name
The first question in this context is therefore: (Q1) Wh'ChLanguage specific yes|n®WL specific mapping

kinds of ontology elements can be addressed so they can beco Ehle 1.Goal 1: Ability to Express a Mapping Relation
the subjects of a mapping? This includes a single relevant ontoT— ’ '

ogy entity, an individual ontology fragment (e.g. specified by a2.4 Goal 2: Enable Sharing and Reuse of Existing
search query) as well as the ontology as a whole. To simplify thilappings

expression of correspondences between ontologies it is important
to know (Q2) which predefined relation types are supported, e.gy
equability, incompatibility [29]. The specific set of supported
relation types and the number of predefined relation types a
indicators of the applicability of the representation. Also releva

To make a decision as to if and how a mapping can be reused
updated it is essential to understand how the mapping was
created in the first place. An analysis of the life cycle of an indi-
Wdual ontology mapping is helpful to identify relevant decisions
Nbnd information sources used, e.g. which matching algorithms
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have been used to identify the mapping candidates [16, 12,33jing representation [12]. The objective of this phase is genera-
Meta-data documenting this lifecycle is essential to facilitateion of the information necessary for the execution of mappings

sharing and reuse of mappings. An ontology mapping represens well as the creation of mappings that are relevant to the con-
tation should provide suitable placeholders to store and makext of usage. As in the previous phase, it is necessary to check
this kind of information retrievable in a structured and predictpossible mappings against organization policies which need to
able way [33]. be documented [12,37].

Previously we have defined a mapping lifecycle [12]. The first The determination of mappings by applications as well as hu-
stage of the ontology mapping lifecycle is the characterizatiomans from matching candidates is difficult and involves a certain
phase which needs to be documented in the mapping representael of uncertainty [8,17]. Suitable points of reference help to
tion and thus forms our first question of this goal (Q1). In themake the deduction process more predictable [12]. This includes
characterization phase the ontologies are analyzed with respeme-existing validated and trusted mappings or an explicit defini-
to their amenability for mapping. This involves the initial dis-tion of the mapping context. Based on this information, a variety
covery of the ontologies; hence an ontology mapping representaf strategies may be suitable for creating the mappings. For fu-
tion needs to provide information to identify the ontologiesture reuse it is therefore important to know which specific strat-
which are the subject of the mapping like an identifier, path or angy was applied [12]. It is also relevant to record any confidence
URL. However, ontologies may change over time and thereforealue calculated or assigned to the mapping during the mapping
additional ontology versioning information is useful to decide ifor match generation processes.

a mapping is still appropriate [8,10]. Furthermore information on
the format of the mapped ontologies are helpful to decide if T e
riteria Type Examples

existing mapping is applicable in a different context, e.g. OWA - ; - — =
DL or full [12]. Due to the syntactical heterogeneity many map_Questlon 1: How is the characterization phase documented?

ping tools require an initial transformation into an internal Ca_Ontollogy |dent|f|¢rs yes|nostring based matcher
nonical format [17]. This has an impact on the supported onto /ersion information yes|noonto|ogy version 1.5.4.
ogy syntax and a mapping representation should include info _ntology format(s) yes|noOWL lite, RDF(s) .
mation on the canonical format used. Due to the terminologic anonical format yesinaXML schema used in
heterogeneity in this phase usually the content of the ontology i OISIN framework [12] .
rms used yes|no link to relevant thesauri

analyzed in order to characterize the nature of the terms used [
Descriptions of term construction rules or domain-specifi
thesauri/vocabularies used can influence the selection of an j}é
propriate matching algorithm and should therefore be doc
mented in the mapping representation [34]. In general, po
quality ontologies or divergent modeling approaches can ma
mapping attempts quite difficult or even impossible [35]. As atcher ) .
result, measures (qualitative and quantitative) of the ontolo ;IEE:: tc;pneﬂguratlon yg;ilgﬁr?grjigﬁée{)ase d matcher
and the modeling approach applied are useful to understand Question 2: How is the mapping phase documented?

decisions made in the mapping process [12,36]. Another Vi tchi lici lied i f sation A
part of this life cycle phase is the decision whether matchin atcning policies applie yes|nq09 Icy 0 o_rga.nlsa lon
ged pre-validated map- yes|no A;creator = B;author

should be attempted between ontologies. This decision can

ntology measures yes|noount of classes
atching policies applied  yes|ngolicy of organisation A
l'ype of matching creation  yes|nautomated or manual
ipfo on manual matching yes|ndink to documentation

l%gentifier of the used yes|no model based matcher

influenced by organizational policies which govern the expendp'ngs. text ificat f
ture of resources [37]. If so, these policies should be document pping contex yes|nospecification of use-cases
onfidence level yes|ndb of 10

because they are vital to understand future mappings.

One of the most important tasks in this phase is the identifi(‘l‘\{IapIOing strategy yes|naDISIN framework [12]

tion of mapping candidates, either identified by manual selectluQueStlon skigwiiSIEIManagementphaseioecumentcd:

or by an automated matching algorithm. If candidates have be ;t;!gﬁt!g?ors%sz;te.gnn ygsslrrllgg]e:r-t(;-rzleoenr Qeztv:\glork

manually selected, detailed information on this process (particlz rmlat 'Informat'lon yeslnoINRE)I,XlOI e

pants, time, context) as well as on the provenance of the d grmat | nati yes| o
flict/consistency check yes|no conflict mapA vs. mapB

needs to be accessible. For example, if mappings are reusedtiA
different organization, another role might be more appropria ate of creation yes|no 19.12.2008 17:00

for selection of mapping candidates [38]. Alternatively a wid thority for ch htto-//ont thority i
range of matching algorithms can be applied, ranging from lexzYthority for changes yes|nesee ttp-/fonto.authority.1e
ependencies yes|no mapping A depends on B

uthor information yes|noHendrik Thomas

cal to semantic model-based matching schemes [21]. The mat .
hange propagation yes|no newsgroups announcement

ing algorithm has a major impact on mapping creation and there=- thod
fore it is essential to document the name as well as the spe(‘ime 0

configuration of the matching algorithms used [9]. Differer Quttas(tjlgn 4: How is the interpretation of the meta-data sup-
matcher algorithm might be suitable for mapping task and the: p_orlet .'d ti it htto://cs. tcd.iefonto/f

fore any information related to the matcher selection process?J ol end'fyb?nll Ik()esl yeslncr)mr F:'NCS' cd.ie/onto/iname
helpful, e.g. type of the matcher (string, language, constrai ggﬁéﬁiﬁ?me abels Lis)t/eS| sosurc:?c?de publications
I[lznlg]wstlc, reuse, graph, taxonomy, model or combination bas ocumentation URI yes|nchttp://cs.tcd.ie/onto/docu

The second stage of the ontology mapping lifecycle (Q2) isTable 2.Goal 2: Enable Sharing & Reuse of Existing Mappings
the mapping phase which needs to be documented in the map-
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The last phase of the mapping life-cycle (Q3) is the managesonsistent usage of these languages or formats. In fact many
ment phase which needs to be documented in the mapping repmeapping tools use the same languages to express mapping re-
sentation. Any distributed system may be suitable for sharingults (e.g. RDF is very common) but in different ways and as a
mappings but the mapping representation should at least specifgnsequence they support different functions and operators to
where to find the latest mapping sources as well as version iexpress mappings [8,12]. From a pragmatic point of view it is
formation in order to keep track of mapping updates. Also anyherefore not enough to evaluate a representation language like
representation should explicitly specify its own format versionOWL in isolation. It is more important to understand how ontol-
to support forward and backward compatibility. If mappings areogy mapping representations instances are supported by the in-
used in a different contexts it is necessary to verify if they ardividual ontology mapping tools.
consistent or in conflict with the existing mappings. A mapping
representation could support this challenging task by providing a
placeholder for relevant information, e.g. a suggested detectiod SUMMARY AND OUTLOOK
strategy. In addition existing mapping information can be altered
or withdrawn, e.g. if they are erroneous [10,35]. A mapping
representation should provide lifecycle information to suppor
this, for example [12]: Who created the mapping and who ha
authorization to make changes. Which existing mappings al
influenced by the proposed alteration? How will the change b

In our evaluation we analyzed overall 13 different mapping
nd matching applications (see appendix for a complete list).
he selection include historical relevant and established tools but
Iso examples of leading up-to-date matching application [24].
or each of the 22 supported ontology mapping representation
propagated? Instances, 31 different evaluat!on parameters were deterrr_]ined.

) The evaluation was conducted in early 2009 by the authors in the

Another important issue in this context is (Q4) how is the in - . g
terpretation of the meta-data supported by the mapping represqlﬁr-mw'edge and Data Engln_eenng Group, T”mty College .(DUb'_
In). The complete evaluation results are available online at:

tation? Applications commonly use unique URIs for unambigu-

ous identification of entities [2]. However, humans depend orpttps://www.cs..tcd.|e/~thomash/mapp|ng_eva/home.php.
human-readable labels as well as sufficient documentation The evaluatllon created a large a.mount.ofdata and the upcom-
(source code, tutorials, publications) which explain how specifiéng workshop is a perfect opportunllty to dlscugs our rgsults with
meta-data should be interpreted. Similar to the subject indict Fsearchers and industry partngrs in order to identify ISSues and
resources of Topic Maps [34,39] it is also useful that the URI of. develop a better u_nderstandmg o_f the advantages and limita-
the meta-data field should refer to such an explanatory docume Pns of current mapping representations. Also we hope for feed-
to make the representation more self-explanatory to a huma ack to optimize our current evaluation framework and sugges-

Table 2 gives an overview of all deducted criteria for the secon pns for other ontolo_gy mapping systems which need be include
goal. Into our next evaluation.

In conclusion, the previous remarkable efforts to support the
2.5 Goal 3: Computationally Efficient to Process creation Qf ontology mappings are just the fir;t step. Further
A first aspect is the (Q1) compatibility of the representation. If€Search is needed to develop a powerful mapping representation

is thereby relevant whether the representation is implementatigifich is essential for the management, sharing and reuse of on-
independent or is limited to a specific application. Also relevanfo/09y mappings to even begin to support the flexible communi-

is the question how easily the representation can be manipulaté@tion of & common understanding of a domain between users
e.g. by using a common syntax like RDF. The second aspe@f‘d applications a scale large enough to control the overall in-

(Q2) are tools to support creation, sharing [40], management af@rmation glut [2].
visualization of mapping results and representations. Table 3
gives an overview of all deducted criteria for the third goal. ACKNOWLEDGEMENTS
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Towards instance coreference resolution in a multi-ontology

environment
Andriy Nikolovl, Victoria Urenl, Enrico Motta' and Anne de Roeck'

1 INTRODUCTION

With the growing amount of semantic data published on the Web
the problem of coreference resolution gains in importance. The
linked data initiative provided guidelines for publishing RDF
datasets and new datasets are constantly being made available.
Such datasets often contain descriptions of the same real-world
entities but use different URISs to refer to them. In order to utilize
published data on a web scale it is essential to detect such
situations and resolve coreferences.

In the Semantic Web community initially research effort was
primarily concentrated on schema-level ontology alignment and
many tools have been developed [1]. With the growing amount
of published data instance-level integration issues also started to
receive attention recently [2], [4]. These systems abstract from
schema-level issues and focus on finding coreferent instances
assuming their type and structure to be the same.

In our view there is still a gap concerning the study of the
complete data integration workflow. On the one hand, schema
alignment algorithms do not support the level of granularity
necessary for data processing (e.g., applying different settings
for individuals of different class). On the other hand, data-level
integration tools assume schema-level issues to be resolved and
do not consider implications of automated schema alignment.
Our system KnoFuss was initially developed to perform
integration of automatically extracted annotations structured
according to a single common ontology. We extended it to
operate in a multi-ontology environment and to utilise schema
alignments produced by automatic ontology matching tools.
Here we describe the resulting system workflow and first
findings obtained during initial tests.

2 EXTENDING KNOFUSS ARCHITECTURE
FOR MULTI-ONTOLOGY COREFERENCE
RESOLUTION

KnoFuss architecture [6] implements a modular framework for
semantic data fusion. The architecture focused on two main data
fusion subtasks: coreference resolution (finding identical
instances) and knowledge base updating (refining coreferencing
results and resulting knowledge base taking into account
ontological constraints and data conflicts). Algorithms
performing fusion subtasks are represented as problem-solving
methods [5]. Their capabilities (range of applicability and
reliability of output) are formally defined using the fusion
ontology.

Obviously, the behaviour of each algorithm differs depending
on the task to which it is applied: reliability of name matching
using string similarity differs when individuals belong to a
generic  class  foaf:Person or a  specific  class
sweto:Computer_Science Researcher, the same string metrics
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cannot be applied when comparing paper titles and person names
because the order of words in the name can differ, etc. These
differences are represented using application contexts: bridges
between a specific domain and a method. For a coreference
resolution method the context may define more precise
reliability estimation, narrowed range of applicability and
extended set of relevant properties.

Knowledge
fusion

Ontology
integration

base
intearation

Target
==

Ontology Instance Coreference| [ Knowledge
matching transformati resolution base
on updatina
"
AlignAPI - SPARQL
CIDER query
translation

Figure 1. Fusion task decomposition in the KnoFuss architecture

Our ongoing work focuses on extending the functionality of
KnoFuss to operate on a larger scale in a multi-ontology
environment. If the source and target knowledge bases are
structured according to different ontologies two additional
subtasks are added to bridge the gap: ontology matching
(obtaining schema alignments) and instance transformation
(resolving structural differences between instances in two
knowledge bases).

At the first step, schema-related statements are separated and
available ontology matching algorithms are called to produce
alignments (at the moment it is assumed that they produce their
output in the standard AlignAPI format). The system utilizes two
types of mappings: equivalence and disjointness. After candidate
equivalence mappings are produced the system tries to generate
additional disjointness relations:

- by inferring them using disjointness in a single ontology

and available equivalence mappings;

- by querying background knowledge: the Scarlet service
[7] is called to check whether disjointness between terms
was defined in any other existing ontology on the Web.

In case of a logical conflict (e.g., when two classes are
considered disjoint but their subclasses are equivalent), the
conflict is resolved based on the similarity measure of
corresponding mappings: less reliable mappings are excluded.

These automatically generated mappings are then used to
perform instance transformation. In KnoFuss, applicability range
and relevant attribute selection sets are defined as SPARQL
queries in the terms of the target ontology. These queries are
translated into the terms of the source ontology using available
mappings. In the case when a term in the target ontology

Knowledge -
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potentially corresponds to several terms in the source ontology
their union is considered: e.g.,

SELECT ?uri WHERE {
2uri rdf:type sweto:Computer Science Researcher }
is translated into

SELECT ?uri WHERE {

{?uri rdf:type tap:CMU_Person}
UNION

{?uri rdf:type tap:Computer Scientist}
UNION

{?uri rdf:type tap:Medical Scientist} }

In this example there is a modelling style difference between
two ontologies: individuals, which are classified as computer
scientists in the SWETO ontology, are classified into several
classes in TAP based on different criteria: place of work
(CMU Person) for some individuals and main research area
(Computer _Scientist and Medical Scientist) for others. Some
authors of medical expert systems were assigned to the class
Medical Scientist. The ontology matching tool -correctly
identified these overlaps and produced three candidate mappings
for the class sweto:Computer _Science_Researcher.

These pairs of queries assumed to be equivalent are then used
at the later stages of the workflow, which allows the system to
operate in the same way as in a single ontology case.

3RESULTS AND DISCUSSION

We implemented a prototype of the system employing the
CIDER tool [3] and performed initial tests trying to find
coreferent individuals in two testbed knowledge bases: TAP and
SWETO (Table 1). We applied different string metrics over
individuals of several classes. Also we ran tests applying the
CIDER ontology matching tool to measure instance similarity to
compare its performance to standard string similarity metrics.
Some general initial findings are:

- As could be expected, errors during the schema
matching stage are propagated and can potentially
lead to significant distortions during instance
coreferencing. For instance (rows 5 and 6), incorrect
alignment of tap.:Country to sweto:Company led to
30% precision drop (many companies have names
derived from country names).

- Ontological constraints are extremely valuable in
coreferencing task as a mean to repair such errors.
Apart from the widely used owl:FunctionalProperty
and owl:InverseFunctionalProperty, which allow
non-ambiguous instance identification, negative
evidence is also valuable for filtering out incorrect
mappings. These constraints include disjointness and
datatype properties with cardinality constraints. E.g.,
knowing that Company is disjoint with Country (or
inferring that) would repair the problem in rows 5 and
6. Most ontologies do not define these explicitly,
however, having a high-level reference ontology
accessible on the Web where these constraints are

specified would be a significant source of
information.

- Label comparison cannot be considered sufficiently
reliable evidence for coreference resolution.

However, more complex algorithms utilizing context
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data (additional properties and links between
individuals) can only be applied to datasets containing
sufficiently overlapping data. It can be expected that
many data integration tasks on the Web scale will
only be able to rely on instance names and thus can
only provide suggestions rather than generate
owl:sameAs statements carrying strong implications.

- Although semantic heterogeneity (different meaning
attached to similar resources) is primarily a schema-
level knowledge modelling issue, it can cause
problems on the instance level as well. For instance,
the TAP ontology contains a single individual “Coca-
Cola” while SWETO contains several individuals
describing Coca-Cola branches in different countries.
Whether such instances should be considered
equivalent depends on the context of the task.

- Since errors are inevitable in automatic coreferencing,
provenance information must be stored together with
produced coreference mappings so that the user
application can decide whether to rely on them or not.
One possible way is to extend the coreference bundles
approach [2] to include for each URI the confidence
of its inclusion into the set.

- Itis hard to find a single matching algorithm to apply
to all kinds of data: settings have to be optimised for a
specific type of data rather than for a specific pair of
ontologies as in schema matching. For instance,
optimal thresholds for CIDER differed significantly
depending on the class (rows 2, 7 and 11).

REFERENCES

[1] Euzenat, J. and Shvaiko, P. Ontology Matching. Springer, 2007.

[2] Glaser, H., Millard, L, Jaffri, A., Lewy, T. and Dowling, B. On
Coreference and The Semantic Web. In: 7th International Semantic
Web Conference, October 26 - 30, Karlsruhe, Germany. 2008
(Submitted)

[3] Gracia, J. and Mena, E., Ontology Matching with CIDER: Evaluation
Report for the OAEI 2008, Proc. of 3rd Ontology Matching
Workshop (OM'08), at 7th International Semantic Web Conference
(ISWC'08), Karlsruhe (Germany), CEUR-WS, ISSN-1613-0073,
October 2008.

[4] Yanbin Liu and Francois Scharffe and Chunguang Zhou. Towards
Practical RDF Datasets Fusion. Workshop on data integration
through semantic technology (DIST2008), Bangkok, Thailand,
December 2008.

[5] E. Motta. Reusable Components for Knowledge Modelling. 10S
Press, 1999.

[6] A. Nikolov, V. Uren, E. Motta, A. de Roeck. Integration of
semantically annotated data by the KnoFuss architecture. EKAW,
Acitrezza, Italy, 2008.

[7] Sabou, M., d'Aquin, M., Motta, E., Exploring the Semantic Web as
Background Knowledge for Ontology Matching. Journal of Data
Semantics XI, 2008.



70

N Class (SWETO) Algorithm Precision Recall F1 Threshold
1 Person L2 Jaro-Winkler 0.29 0.92 0.44 1.0
2 Person (2000 subset) CIDER 0.37 0.95 0.53 0.05
3 Computer Science Researcher L2 Jaro-Winkler 0.62 0.93 0.75 0.99
4 Organization Monge-Elkan 0.42 0.95 0.58 0.93
5 Company Monge-Elkan 0.41 0.95 0.57 0.92
6 Company (manual schema alignment) Monge-Elkan 0.74 0.95 0.83 0.93
7 Company (2000 subset) CIDER 0.93 0.64 0.76 0.14
8 Company (2000 subset) Jaro-Winkler 0.79 0.74 0.77 0.92
9 City Monge-Elkan 0.92 0.98 0.95 0.92
10 | City (2000 subset) Jaro-Winkler 0.80 0.99 0.89 0.92
11 | City (2000 subset) CIDER 0.91 0.61 0.73 0.28

Table 1. Subset of initial test results for instance coreferencing (TAP vs SWETO)
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