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1INTRODUCTION

The purpose of privacy protection is dual, as ihsito both
prevent, as well as cure privacy breaches. Theirgjgpoint to
develop such a privacy protection framework isithestigation
and the definition of the privacy breach concept.widely
acceptable answer to this is provided by the pyivaotection
regulation, which however does not provide a pee@sough
definition of the privacy breach concept. The mostmmon
principles of privacy protection can be summarisadthe
following list [1]:

« Principle of fair and lawful processing (Article 6(1), letter
a): “Any processing of personal data should be carread
in a fair and lawful way with respect to the data sais.”
(where adata subjectis a legal or natural person to
which the data refer)

Finality principle or Limitation principle (Article 6(1),
letter b): “Personal data must be collected for specified,
explicit and legitimate purposes and may not behtr
processed in a way incompatible with those purposes.”
Data minimisation principle or Proportionality principle
(Article 6(1), letter c):Processing of personal data should
be limited to data that are adequate, relevant, amat
excessive.”

Time minimization principle (Article 6(1), letter e)*Data
should be kept in a form which permits identificataf data
subjects for no longer than is necessary for theppses for
which the data were collected or for which they anthfer
processed.”

Notification principle (Articles 10, 11)!Data controller or
his representative has to identify himself to théadsubject
and notify data subject about the personal datangei
processed, stored or further disclosed to any tpady.”
Principle of data subject consent (Article 2, letters a, h;
Article 7, letter a; Article 8)‘User consent is required for a
legitimate data processing by any data controllEne user
consent is defined as ‘any freely given specifid mformed
indication by which the data subject signifies higeement
to personal data relating to him being processed’.”
Principle of right to access personal data (Article 12):
“Data subject has right to access (and rectify) tHata
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collected about him, to get informed about the ridtsl
processing and the logic behind the intended prsingsof
the data.”

 Principle of right to object processing of personal data
(Article 14): “Data subject has right to object processing of
personal data (subject to certain constraints: canep
articles 7, letters e and f).”

Another approach to this problem is to start bydgitog the
set of known contemporary problems regarding psivac
protection. The problems in privacy protection habveen
thoroughly analysed by various research projeats.example,
the following list of privacy protection problemsas been
identified by [2], which is the result of a quitehaustive study:

» Working from homemonitoring of employees.

« Digital rights managemenhow much it interferes with the

privacy of individuals?

« |ID theft and liability automated payments make it easy to
spend money quickly, distance contracts do notr dffe
same guarantees, trust and confidence as in physica
commerce.

» Data laundering companies are paying a lot of money for
personal and group profiles, while there are maakgdrs in
position to sell them.

» Personal profiling a lot of people do not realise how much
personal information they are constantly giving edten
engaging in online transactions.

 Inadequate profiling people are victims of an inadequate
profiling based on false data or processing.

« Disproportional request for personal informatiooften data
controllers require a volume information disprojmrally
large for the purposes of business.

» Spyware and personal preferencepyware is a frequent
way to steal data and intrude privacy.

» Advertising and spamspam not only takes time and
provokes irritation, but can also influence andriirge
someone’s private world.

These are the real cases of privacy breaches aydcttnnot
be mitigated unless a very sophisticated and efficapproach is
taken, which should be based on state of the enhtdogy and
also consider the social models applicable. Treeedufficiently
wide variety of technologies, tools and solutiomsddress those
privacy breaches. Thus, a systemic protection shioellpossible.

In PERSIST we will not elaborate on each of these
technologies, but will rather be interested in theerall
framework of how those technologies and certainasagodels
can fit together to prevent or cure those privacgabhes.
Emphasis will be given on the abstract model ardréguired
protocols and formal languages that need to belojesd, in
order to make the entire idea realizable, as wslloa some
specific solutions, as for example trust & repatatmodelling.




The rest of this paper is structured as followsctife 2 « Attach asticky policyto every data disclosed. The sticky

elaborates on the overall architecture of the PERSiffvacy policy is an excerpt from the agreement obtainadr ghe
protection system. Subsequently, Section 3 dissuste privacy policy negotiation, which captures the etisé¢
concepts of privacy preferences and privacy pdicighile it privacy protection rules and parameters with respethis
describes how these are exploited in order to ccindprivacy particular data. The data with the sticky policye ar
policy negotiation process. Then, Section 4 intcegduthe role of cryptographically signed in order to preserve intggwhile
identities in PERSIST and presents the proactiventitye data without any sticky policy are illegitimate.

selection process. Section 5 briefly exposes thesttr .« Entertain access control by credentials, and/orabgess
management framework designed in PERSIST, investgat control lists, and/or by purpose (should match gheposes
aspects regarding the trust management requirejrietsrust allowed in sticky policy).

representation, and the trust management archieedtinally, in « Use a privacy audit trail, i.e. record all actimrsdata (type
Section 6, conclusions are drawn over the entirvapy of action, purpose, time, data and sticky policging a
protection approach designed. trusted hardware platform deployed on every noderah

processing of private identifying information gaes

In case of suspicion on a privacy breach, auttesritan
2ARCHITECTURE audit the privacy audit trail by investigating emtive output
There are two parts of the PERSIST privacy protactigstem: of interesting trusted hardware platforms. .

the part concerned mostly about protection of pyvsensitive If privacy breach has actually occurred, insurance

information before the actual disclosure (refertedisa-priori compensates the curtailed person and penalizes the
protection) and the part intended to provide somwegtion or perpetrator.
remedies in case of privacy breaches after the fiata already ~ * Finally, in case of severe privacy breaches, paice court
been disclosed (referred toaposterioriprotection). take over.
A-priori protection is based entirely on technologies and This way the privacy protection is rounded intoy&le of
among others includes the following techniques: systemic privacy protection, referred to msvacy protection
« define privacy preferences and induce privacy padiefined ~ cyclé which is illustrated in Figure 1. The-posteriori part of
in a formal language suitable for machine procegsin the cycle is left mostly in a form of a concept ahe majority of
« analyse trust in peers for different situations,fiod out concrete design was made for thpriori part. B
about reputation of peers; We recognize several architectural components whiitg

« between two peers and based on their privacy pslici about the functionalities required for a successfuration of
negotiate over the privacy-sensitive information ke thea-priori part of privacy protection cycle: .
disclosed and the appropriate privacy protection: . qulcv Management provndes interface for_ spe_(:l_fylng
define appropriate digital identity for represeiutat privacy preferences, is able to produce privacyicd
according to the agreement from privacy policy riggion; based on privacy preferences, and is able to ragoti
and agreements between two privacy policies.
« make up direct data protection: configure acceasrablists, Identity Managementis able to produce digital identities
credentials or other attributes, archive documemfwreserve that correspond to the extent of data and the aegfe

integrity and time of creation, encrypt or obfuscdata, buy protection defined in the privacy policy negotiatio
insurance policy for protection against privacyauiees. agreement, it remembers the transactions wherdithtal

disclosure control: obfuscation, identities are or were used, and it controls tlifeicycle.
T s B Disclosed gliapoley » Trust Managementuses appropriate model for collecting
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A-posterioriprotection is a collection of techniques and docia
models which consist of the following: Figure 2. PERSIST privacy protection architecture




How these components interact and under whicmgstthey
are used can be seen in the diagram of Figure € didgram is
biased towards the User, however the situatiogmasetric with
respect to the Peer. It should be noticed thaethez some less
significant parts that are omitted in order to iy clarity. The
Sel ectl dentityFor Transacti onW t hPeer use case is
invoked by a higher process of discovery of therBeaesource
of interest to the User and actuation of that resmuThe
Speci f yPri vacyPref erences use case is the only point
of interaction for the User, as all the other usses do not
require the involvement of users.

3PRIVACY POLICIES & PREFERENCES

This section describes the process of Privacy Pdliegotiation,
along with the privacy policies and privacy preferes that are
used to conduct the negotiation process.

3.1 Privacy Palicy for Services

One general approach to protect the user privacphias
checking with a service what access to the persasel data it
requires, before it is executed. Thus, when a wuegquests a
service, the user's PSS communicates with the craind
negotiates with it over the access it needs, stilbjethe user’'s
requirements.

In order to accomplish this, the system uses theept of
privacy policies. These are complex data structtinas define
the user’s requirements regarding the negotiatimegss. This
process is referred to &ivacy Policy NegotiationHowever,
because of their complexity, they are difficult ¢oeate and
maintain for the non-expert end-users. As a rethdtconcept of
privacy preferences has been introduced. These naxeh
simpler to understand and can be maintained visea-friendly
process. These are defined by the end-user andism@ to
generate the corresponding privacy policies autimalét, which
are far more complex.

3.2 Privacy Poalicy Negotiation

Privacy Policy Negotiation is the process that saikace when a
user initiates the use of a service. Before the aserally starts
using the service, the PSS of the user and ofahéce provider
have to agree on the terms of usage. This reqairesgotiation
based on the service’s privacy policies and thaméved from
the user’s privacy preferences.

During a privacy policy negotiation, the two pastiavolved
(the user's PSS and the Service Provider's PS)amge the
privacy policies. Based on these, they negotiaéetéhms where
the two policies do not match. The policies thattate the
actions to be taken during a negotiation are cdeate the fly
after evaluating the corresponding privacy prefeesn Figure 3
roughly describes the Privacy Policy Negotiationogass.
Assume that Abby's PSS advertises a Travel Agenti@e Jack
is currently seeking to book his next holiday whes PSS
receives Abby's Travel Agent Service Advertisemearid
requests to use it (Step 1 in the diagram). AbBSS responds
to Jack’'s PSS with its Privacy Policy statemenggS2 in the
diagram). Upon receiving Abby’'s Travel Agent seevieolicy
statement, Jack’s Policy Negotiator creates a distJack’s
personal data, to which Abby's PSS is requestingess; and

passes this list to the Policy Manager along withbys PSS
identifier, requesting that a privacy policy is geated for this
purpose. The Policy Manager retrieves all the pesfees related
to the attributes that Abby's PSS is requestingesscto and
evaluates them. The evaluation process includegesting a
trust evaluation of Abby’'s PSS and its Travel Agservice. The
outcome of the trust evaluation is fed into the fgnence
evaluation, where it appears as a condition. Afterevaluation
process is complete, the outcomes of the prefesem@emerged
into a single privacy policy document expressedX#iCML

(http://xml.coverpages.org/xacml.himland returned to the
Policy Negotiator (Step 3 in the diagram).
Jack's PSS Abby’s PSS
1. Request to use Abby’s
Travel Agent Service
.
Lad
Policy 2. Forward Privacy Policy statement Policy
Management < Management
3. Examine Privacy Policy,
>/aluate privacy preferences,
Policy produce privacy policy Policy
Negotiator Negotiator
LOOP: While Agreement not reached
4. Reply with terms and conditions -

Identity > Identity
Management Management
5. examine terms and conditions <
6. Send new terms
Trust <« Trust
Management Management
7. Agreement

.
Lad
8. Acknowledge
dl
N

Figure 3. Privacy Policy Negotiation

Based on the customised privacy policy documentPibiey
Negotiator edits Abby’'s Policy document under eatdtement
indicating an agreement or a disagreement. Where
disagreement is stated, the reason is also incladdderms and
conditions Abby's PSS has to agree to so that accesa be
granted. The revised policy document is sent bacldhby’'s
PSS, where the same process is repeated untilragragnt is
reached (Steps 4, 5 and 6 in the diagram). Afteratfreement is
reached, a copy is kept by both parties for thesords (Steps 7
and 8 in the diagram).

3.3 Privacy Preferences

The Privacy Preference lies in the heart of thevaoy
architecture of a PSS and expresses the privaatetelactions
that need to be taken in certain situations. Thepy preference
model consists of two main classes; the PrivacyfeReace
Condition and the Privacy Preference Outcome. Thea@&r
Preference Condition describes the situation undeichwthe
Privacy Preference Outcome should be applied. @ondi are
built up from elementary comparisons that check uhiees of
attributes that describe the current context of uker at any
particular point in time. Apart from the obvious damost
commonly used attributes such as location, day eékwand
time, other parameters include features of theiceswthat are
being used at a given point in time by the usery parameter



that can be represented as a key-value pair canseé in a
condition in the Privacy Preference Condition.

In the context of privacy, the trustworthiness ofervice,
with which a user is interacting, can be very intaot. The issue
of trust in a PSS is further explored in Section 5.

There are two types of Privacy Preferences: theaPByi
Policy Negotiation Preference (PPN preference)taeddentity
Selection Preference (IS preference). The format tloé
Condition part of both types of preferences is thme. The
difference between them lies in the format of thed®me. The
Outcome part of the PPN preference is used to pmdhe
Privacy Policy that is used for conducting the PPidcess
described in the previous section. The Outcome hef IS
preferences is used to select an identity frompibha of digital
identities available to the user for a specificgmse. The IS
preference is discussed in the next section. Arodiiction on
the Identity Management (IDM) of PSSs is given @ti®n 4.

The PPN preference refers to one specific piecpeo$onal
information that has been requested. The Outcontt@fype of
preference suggests either to allow or to denysactethis piece
of information. Each piece of information held fretuser's PSS
can have one or more Privacy Policy Preferencexadsd with
it. Every time a piece of information is requestdie Policy
Management component evaluates all the privacy cyoli
preferences associated with it. It is possible thatoutcomes of
the privacy preferences conflict with each otherthis case, the
system selects the “strictest” preference outcome.

4|DENTITIES

4.1 Identity Lifecycle

Identities in PERSIST are used to group certairnbaties of the
user data and permit services to access them.tiwduse of the
identity is never revealed to the services thattheen. They are
structures used internally in the Privacy Archibeet of PSSs
that maintain policies mapped to them and recorstohic
transactions exploited for learning privacy polipyeferences
and identity selection preferences. The followingagdam
illustrates the Identity lifecycle in PERSIST.

An identity is created when the user requires avicer
execution, but the privacy components do not havealid
identity to map to the requirements of the servaespecified in
the privacy policy agreement. The Identity Manageiihen
creates an Identity to be used during the usaghisfservice.
Once the Identity is created, the IDM attachesigins to the
usage of this identity. The restrictions are exgdcfrom the
agreement reached at the end of the privacy polegotiation
process. At this point, an Identity reaches thelit/astate. An
Identity becomes “Active” when the service is giyagermission
to start accessing its attributes and becomes thirediavhen it is
not used by any of the currently running servidéee “Invalid”
state applies to an Identity temporarily during thkentity
Selection process, when the IDM tries to matchdamtity from
the pool of identities to the requirements spedifie the policy
agreement and identifies as “Invalid” all idenstighat do not
match these requirements. An Identity can take dtade of
“Unavailable” when certain circumstances such asted
conditions render it unusable. The users themsedvesalso
provided with the option to select a specific idignthat should
only used in a specific place (e.g. home or offic@ironment)

and nowhere else. Finally, an Identity is “Revokedien the
user deletes it from the system. In this case,dkatity is not
deleted completely but exists in a “Revoked” staites is due to
the fact that the system needs to have a recdttbddttributes of
that identity to map it to the historic transacidhat are kept for

processing.
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Figure 4. Identity Lifecycle in PERSIST

4.2 I dentity Selection

The Identity Manager is the component that manates
Identities of the user. The management of the Itestincludes
maintaining both offline and run time informatiomaoat the
identities at all times. This includes the statfithe identities as
specified in the lifecycle diagram, the currentngactions in
which each of the identities is used, the attrisutkat are
assigned to each identity and the restrictions dpgaly to each
identity. It is also responsible for selecting ttentity to be used
in each transaction based on the Identity Seleqiiefierences.
The Identity Selection process occurs right aftee Privacy
Policy Negotiation process. The Identity Selectiprocess
involves finding the list of valid identities frorthe pool of
identities and evaluating the Identity Selectiorferences to
determine the exact identity to use. The procesddentity
Selection is shown in Figure 5. The “Validation’opess is the
process that finds all the identities in the sefdatities that
match a set of requirements. These requirement&xracted
from the Agreement that was reached during the cyoli
negotiation. This agreement and information abbatrequestor



are provided to the Identity Manager by the Prividgnager
when it requests that an Identity is selected toubed in a
transaction (Step 1 in the diagram). The Validatjmocess
returns a list of “Valid” identities. If the listfdValid” identities

returned is empty, the Identity Manager creategw fdentity

that satisfies all the requirements specified ia Hgreement
(Step 3b in the diagram). If one or more “Valid'eidities are
found, the Identity Manager requests the evaluatibfdentity

Selection preferences from the Policy Manager tieermines
which of these Identities should be used (Step iBathie

diagram). The Policy Manager evaluates the idersélection
preferences that apply to all the identities in tiw and

determine which one is the best identity in thisec&Step 4a in
the diagram).

Privacy | o, Negotiation complete | pojiey |
Manager Agreement reached [ 1 Cualuato
A Identity
1. selectldentity (Agreement, S?Iectlon
preferences

PSSId, Seryiceld)
|

|
: 3a. evaluate(identities, agreement,
6. return Identity PSSId, ServicelD)
I
]

Identity Manager

2. Locate Match
in Identity set

]

3b,4b. Create new Identity

5. set identity to active

Figure5. Identity Selection in PERSIST

It is also possible that the Policy Manager suggttsit a new
Identity needs to be created, due to the fact dim&t or more
conditions do not allow any of the valid identitiesbe used. In
this case, the Identity Manager creates a new itggStep 4b in
the diagram). At this point, an Identity is selecte be used and
the ldentity Manager marks this Identity as “Acti&tep 5 in
the diagram). The Identity is returned to the Riwdlanager
and the service is allowed to execute on the P$p (& in the
diagram).

4.3 I dentity Selection Preferences

The Identity Selection Preferences are used tcctséhe most
appropriate Identity from the pool of existing Idiées by

evaluating a number of conditions that describeetindronment
of the user. As explained in section 3.3, the fdarofahe Identity
Selection preferences is almost the same as tlvadyriPolicy
preferences. Both have the Preference Condition dmed
Preference Outcome parts. The Preference Conditonh has
exactly the same format. However, the Preferenciede is
quite different. The Outcome of an Identity Selectpreference
specifies in a given situation whether or not ac#jeidentity

can be used or not. For every Identity of the usés,possible to
have more than one preferences that dictates theitmms

under which this identity should be used or not.

As described in section 4.2, when the IDM requehkts
evaluation of the Identity Selection preferencéqrovides the
list of “Valid” Identities in this particular instece, the requestor
details and the agreement reached during the atigotiprocess.
The Identity Selection Preference is associatedh wite
requestor and the set of attributes the requegtedsito access.
The Outcome suggests one or more ldentities thatldvbe
suitable in any situation given the details of thguestor and the
list of data that will be accessed.

5TRUST MANAGEMENT

The PERSIST architecture specification was based aon
scenario-driven approach, as outlined in [3]. Thechfor a trust
management framework in this architecture becardent after
analysing the identified use cases and the inferagiatterns
that appear in these scenarios. This section elgmon the trust
management framework that has been designed fareéés of
Personal Smart Spaces.

5.1 Trust Management Requirementsin PERSIST

This subsection briefly describes the requirem#rdas should be
addressed by the trust management framework in PFERSI
Trust-based PSS negotiation: PSS negotiation is the process
where two PSSs decide whether to interact with e#loér and is
thus considered as the starting point for any bolation
between PSSs. This decision should be based on
trustworthiness of each PSS owner, i.e. the persdegal entity
on whose behalf the smart space operates, aseitndaes the
services -if any- to be made available by eachypart
Trust-based privacy policy negotiation: Upon successful
completion of the PSS negotiation, privacy poli@ggatiation
takes place before allowing one party to use aicemprovided
by the other, i.e. the visited PSS. More specifjcahe privacy
policy associated with the service of the visite8SPis first
evaluated against the privacy preferences of theestor and
then the two parties negotiate on the personalbntifying
information that needs to be made available to $fwvice in
question. This process should not rely solely ore th
trustworthiness of the owner of the visited PSSt the
trustworthiness of the provided service itself dHoalso be
considered.
Trust-based service recommendations. The recommender
system of a PSS can provide its owner with suggeston a
particular type of service based on his/her previoboices or
those of other PSSs. The problem of trust is initeria
collecting and evaluating these suggestions. Thezethe trust
management framework should support the assignroérd
confidence level to each service recommendatioedas the
trustworthiness of the party that provides the Hjpeservice.
Trust-based PSS grouping: One of the key features of PSSs is
t their ability to form groups for sharing contextfdrmation,
services and other resources. This raises sulataetiv privacy
challenges as a member of a PSS group does notsbake
personal information with a service, but, at thensatime,
provides access to this information to other membar the
group. From the point of view of a non-member, decision
whether to join a group should rely on the trustivoress of
group members, as well as, that of the servicelsateshared
among PSS group members. On the other hand,

the

the



trustworthiness of a PSS requesting to gain merhigeshould
also be considered prior to acceptance. It is fosrevident that
the trust aspect is of key importance in PSS graupi
Decentralised trust management: PSSs are capable of
operating in both infrastructure and ad-hoc networKhis
introduces additional requirements on the trust ageament
framework of a PSS. More specifically, in ordersiegpport the
ad-hoc environment, PSSs should neither rely oerdralised
trust management system nor require maintainingbajlo
knowledge on the trustworthiness of every PSS. Thars
efficient distributed trust management frameworledse to be
established.

Collaborative trust evaluation: The trust evaluation performed
by a PSS regarding other PSSs or services shoulthdrd not
only on the experience and evaluation of it oweriattions, but
also on those of other trustworthy PSSs. In ordesupport this,
the trust management framework should employ mestrento
monitor PSS interactions (direct experiences) apiteat trust
calculations (recommendations) from other PSSsediffely,
trust will increase through successful interactiamsl degrade
otherwise.

Automatic trust (re)assessment: Given the dynamic nature of
trust, its assessment and reassessment shouldfoerms in an
automatic fashion allowing PSSs to constantly updiagir trust
relationships in accordance with the behaviour loé trust
objects. This would protect PSSs from parties tie#d to be
trustworthy but have become less trustworthy omavalicious
over time.

5.2 Trust representation

Trust is a very broad concept and the lack of cosise on a
representation scheme is evident in the literaturefact, the
interpretation of trust has been compared by [4fhto story of
the six blind men who perceived an elephant diffdye
depending on the part of its body that they toucfed. as a
rope because of its talil, etc.) [5]. Neverthel@sshis section, we
focus on the PERSIST perspective on trust repratsent The
basic domains of trust relationships in personarsispaces are
defined, while the trust measurement scale is dismll Finally,
a high-level
architecture is presented.

5.2.1 Trust domains

The trust management framework should allow antyenite. a
PSS, to express the trustworthiness of other estitiithin a
domain. Based on the requirement analysis presémtselction
5.1, five basic trust domains have been identified:

1. Trust domain B expresses the trustworthingga,B)
assigned t&SS B by PSS A.

2.  Trust domain D expresses the trustworthindga, S)
assigned teservice S by PSS A, where S is provided
by PSS B.

3. Trust domain R expresses the trustworthine$s,G)
assigned t@roup PSS G by PSS A.

4. Trust domain I expresses the trustworthine$a,P)
assigned to anon-PSS party P (e.g. provider,
operator, user, developer, administratorP3g A.

5. Trust domain @ expresses the trustworthine$4,R)
assigned toesource R (e.g. service, network, content)
by PSS A, where R is provided bgnon-PSS party P.

It should be pointed out that the above domainsessoone-
way trust relationships. We also assume that tigsinot
symmetric, thus,t(A,B) is in principle not equal td(B,A).
Moreover, supporting trust domains on a servicelleallows for
a more fine-grained level of PSS trustworthiness, ®r
example, the weather forecast service may be asbigith a
different trust value than the restaurant recomragod service
that are both provided by the same PSS.

5.2.2 Trust scale

Trust, in its simplest form, can be binary, i.gigen entity may
be either fully trusted or not trusted at all [6lowever, most
trust models use a single value over a specifigegdn order to
represent trust. In fact, a variety of differenistr value ranges
has been proposed. In [7], the trust value is tgkem [0, 1],
while in [8] a scale with discrete trust levelstire form {-n, ...,
-1, 0,+1, ...,+n} is considered.

In such trust representation schemes, the higlaése wsually
denotes full trust, while the lowest one standsfédr distrust.
The problem in this approach is the representatfatistrust as a
result of negative experiences, as opposed toudisbased on
lack of previous experience or knowledge of it.

The above issue can be addressed by maintainingistiact
order structures on trust values, i.e. a trust rimngeand an
information ordering, as proposed by [9]. The formepresents
the degree of trustworthiness, as previously deedriwhile the
latter expresses the degree of precision of tro&irmation.
More specifically, the first (lowest) element inetinformation
ordering represents no knowledge and the last t@gpaelement
represents certainty. A similar solution is progbsy [10]. In
their work, trust is represented as a 3-dimensionedric that
includes values for belief (trust), disbelief (distt), as well as,
uncertainty. The problem of differentiating betwesstrust and
simple uncertainty is further aggravated in ad-angironments
where interacting with entities not known beforethda very
common. Thus, the uncertainty factor is also careid in the
trust representation scheme of the PERSIST trusieinaork.

Furthermore, another aspect that is considered Hiy t
framework is the freshness/outdatedness of cotledtga that
contribute to the trust evaluation. Thus, the traetlel designed

view of the trust management frameworkis capable of distinguishing between the same |efetrust,

evaluated based on the same type and number o&dtitms,
when these interactions have taken place in diffepgints in
time (e.g. the last month or one year ago). Thasuiee addressed
the last of the presented requirements, thus giteBSSs from
parties that used to be trustworthy but have becdass
trustworthy over time or vice versa.

5.3 Trust Management Ar chitecture

The components of the Trust Management framewosk ar
illustrated in Figure 6. The Trust Manager companmntrols
various operations in the framework and providemerface to
other PERSIST components, such as the Policy Managfesnd
the Recommender System. Direct trust informatianaintained
in the Trust Repository. The automatic (re)assestimiedirect
trust between pairs of PSSs (or between a PSS ramctarnal
actor in general) is handled by the Direct Trusalgator, which
is uses the Risk Engine and the Learning Manageifoerthis
purpose. Inferring trust when there is no directstrrelation
between PSSs is supported by the Trust Inferenoganent.
Inferring the trust relationship between a grouP&Ss and an



individual PSS is handled by the Group Trust Ev@ua
component.

The rest of this section is structured as followntially, a
description of the issues that should be considegthg the
process of direct trust assessment is provided;hwisi followed
by a brief overview of the issues regarding therafice of trust
in PERSIST.

Risk
Engine

Learning
Management

A A

Trust Management
Trust Trust
Inference Repository
Group Direct Trust
Trust Evaluator
Evaluator
Trust
Manager
7'} A
A 4
Recommender Policy
System Management

Figure 6. Trust Management Architecture

5.3.1 Direct trust assessment

A trust relation between two PSSs is initially d¢eshafter their
first interaction. As described in Section 5.1, thetomatic
reassessment of trust is a requirement of the TWastagement
framework. When a PSS interacts with an entityuaiper of
factors could influence the (re)evaluation of th&8S® direct
trust in that entity after the interaction has beempleted, such
as:
« Factors that could be learnt from the history d&iiaction
including the number of previous interactions bemehe

5.3.2 Trust inference

The use of trust inference is required to estil®R8& A’s trust in
PSS B, for a specific domain, when there is no ctliteust
relation from A to B in this domain. A number ofist inference
algorithms have been devised based on aggregdimgrast
values along the trust path(s) between A and B. dlgerithm
proposed by [11] includes a set of trust propagasohemes
based on the eigenvalue propagation and weightedari
combination. The EigenTrust algorithm presented [12]
calculates the reputation of peers in a peer-to-fikesharing
network. Each peer reputation is given by the Idnat values
assigned directly to it, weighted by the reputatioh the
assigning peers. An approach is proposed in [13]ei@rmine
trust by randomly selecting a path in a decisice tthat is
constructed based on trust information.
A number of issues could be tackled in devisinglgorithm for
the trust inference problem in PERSIST. This inekud
e Trust grouping: As described in section 5.1, grouping of
PSSs is supported in PERSIST. For a PSS to joém&nt
with a PSS group, the trust relation should beriefi Trust

inference becomes a one-to-many problem where the

collective trust of the PSS group members needbeo
estimated.

Aggregating trust across domains: A wide range of
services with different domains could be suppoitedhe

PERSIST platform. Thus, a large set of domains Wl

associated with the trust relations between PSBs. tiust
inference algorithm could consider aggregatingttuadues

from related domains.

6 CONCLUSIONS

This paper elaborated on aspects of the privacyagement
framework designed by the PERSIST project Consortio
address the requirements of Personal Self ImproBngart
Spaces. More specifically, the concept and theouartypes of
privacy breach in computing/communication environtaehave
been explored before the brief presentation of dwerall
architecture of the PERSIST privacy protection eyst
Additionally, the privacy policy negotiation procefias been
exposed, as well as the role of privacy preferenpesacy
policies, and identities. Finally, the trust mamaget framework
designed is presented, where the trust manageeguirements,
the trust representation, and the trust manageirehitecture
have been briefly described.

The design of the privacy protection framework ERSIST
has been finalised in March 2009. Up to this podgtailed
interface specification has been produced, whilenatessary

PSS and the entity, the frequency of interactiord an . diagrams have been generated (i.e. class, coemip

interaction duration.
Another factor that could influence the (re)evalmbf trust
after interaction completion is the interactionkrig\ high

sequence and state diagrams). According to the PERS
workplan, the prototype implementation of the pciya
protection framework will be complete by May 20T®orough

risk interaction with an entity that was completed esting and evaluation will follow, in order to idate this proof-

successfully should lead to a high trust valuecalled to that
entity. Similarly, the trust in an entity should significantly

reduced if a high risk interaction fails.

Trust ageing is another factor that could be carsid when
assessing direct trust between PERSIST entitiedruét

value should be decreased if a long time has passed the
last interaction (the last trust update).

of-concept implementation. Of course, there ardouar other
aspects that need to be addressed before thicpmpratection
framework can be widely used, such as protectiom fspyware,
pushed advertising and spam, theft of identityadatindering
and abuse of personal information provided by imhials
during online transactions. However, it is a firmalief of the
authors that the research work described in thiepwill make



a small step towards the introduction of privacyasavpersonal
smart spaces in the wide market.
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